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Abstract— Most prior work on the use of key management
algorithms to enable con�dentiality of video delivery has been
conducted in the context of IP Multicast. In this paper, we
consider the unique challengesand opportunities of integrating
key managementalgorithms in an overlay multicast system.We
conduct a systematic and extensive performance evaluation of
strategiesfor key dissemination in the context of an operational
overlay broadcasting system on the Planetlab testbed using
real traces of join/leave dynamics. We show that leveraging
TCP in each hop of the overlay dissemination structur e can
signi�cantly simplify reliablekeydissemination.The performance
can be further enhanced if convergence properties of overlays
are considered.We show that using two specializeddissemination
structur es,onefor data and onefor keys,potentially achieveslow
overhead for key dissemination without sacri�cing application
performance. To our knowledge, this is the �rst paper to study
key management schemes in an overlay context using real
implementation and Inter net experimentsand the �rst to consider
issuesin resilient key dissemination with overlays.

I . INTRODUCTION

In recentyears,overlaymulticasthasemergedasanalterna-
tive architectureto IP Multicast for enablinggroupcommuni-
cationapplicationsover theInternet.In anoverlayarchitecture,
end systemsparticipatingin a multicast group self-organize
into ef�cient structuresfor delivering datawithout requiring
any supportfrom the existing network infrastructure.Signif-
icant effort focusedon validationof the architecture[1], [2],
[3], [4], [5], anddesignof protocols[1], [2], [3], [6], [7], [8],
[9], [10], [11], [12], [13], [14]. The initial successhasled to
validationsthroughreal deploymentsand extensive usageof
thesesystemsin real applications[15], [16], [17].

Achieving further usageof thesesystemsin a wider range
of applicationsrequiresintegratingsecuritymechanismsto en-
ablecon�dentiality andintegrity of datadelivery. Suchsecurity
mechanismscan be ef�ciently provided by using symmetric-
key basedcryptographicalgorithms,which in turn requireall
participantsto sharea secretkey. This key is referredto as
the group key and protocolsproviding its establishmentand
managementarereferredasgroupkey managementprotocols.

A vastmajority of previouswork in groupkey management
for broadcastsystemshasbeenconductedin thecontext of IP
Multicast and focusedon reducing the encryptionoverhead
at the source. In contrast to these works, we investigate
challengesand opportunitiesfor group key distribution and
managementin the context of overlay networks. In overlays,
there is no native multicast medium (e.g. IP Multicast) that
could be usedfor key distribution. However, keys could be

distributedby usingtheexistingoverlaydatadeliverystructure
or by constructingadditionalstructuresspeci�cally designed
for groupkey distribution.

In this paper, we focuson single-sourcebroadcastingappli-
cations.Ourwork is conductedin thecontext of anoperational
overlaybroadcastingsystem,theEndSystemMulticast(ESM)
and its datadisseminationalgorithms[15]. We selectedESM
becauseit is one of the �rst operationallydeployed systems
and has seen signi�cant real-world deployment. We have
implementedthe LKH [18] key managementalgorithm and
its batchingvariant [19], [20] in ESM. We chosethe LKH
protocoland its variantdue to their wide usein the research
community.
Our contribution:

� We conducta systematicperformanceevaluationof strate-
gies for key disseminationin the context of an operational
overlaybroadcastingsystemonthePlanetlabtestbedusingreal
tracesof join/leave dynamics.While a few recentworks have
consideredissueswith key disseminationusingoverlays [21],
[22], theseworksrely onanalysisor simulationswith synthetic
workloadsand do not considerissuessuch as resilient key
delivery. To our knowledge, this paper presentsthe most
extensive study of key disseminationschemesin an overlay
context, and the �rst to involve actual implementation,real-
world performance,andreal traces.Real Internetdeployment
in turn allows us to provide unique insights into the inter-
action betweenkey managementand data traf�c, as well as
investigatethesensitivity of suchprotocolsto lossesin realistic
Internetdataand traf�c conditions.

� We conductthe �rst studyof issuesin resilientkey dissemi-
nationin anoverlaycontext. While reliablekey dissemination
is a challengingandwell-studiedproblemin thecontext of IP
Multicast,we show that it canbeconsiderablysimpli�ed with
overlays.In particular, overlaysprovidetheuniqueopportunity
to employ protocolsfor per-hopreliability in thekey dissemi-
nationstructure.We show that leveragingTCP in eachhopof
the overlay disseminationstructurecan signi�cantly simplify
reliablekey dissemination,andcouldhelpachieveresiliency in
end-to-enddelivery. Theperformancecanbefurtherenhanced
if convergencepropertiesof overlaysareconsidered.

� We study the designspacefor disseminationof data and
keys. We �rst considercoupled architectures in which the
samedisseminationstructureis usedfor both dataand keys.
In particular, we consider(i) a coupledarchitecture optimized
for data which intuitively hasthe lowest level of complexity;



and (ii) a coupledarchitecture optimizedfor keys which was
shown in recentwork [21] to result in savings in overhead
associatedwith key dissemination.Our results show that
while (i) incurs a high overheadfor key dissemination,(ii)
violates the physical accessbandwidthconstraintsof nodes
for bandwidth-demandingapplications.We then considera
decoupledarchitecture using two specializeddissemination
structures,one for data and one for keys. The architecture
honorsaccessbandwidthconstraintsat nodes,andour results
show the bene�ts of reducingoverheadsassociatedwith key
disseminationoutweighthe cost of maintainingan additional
overlay structure.

The rest of the paper is organizedas follows. Section II
presentsa descriptionof the systemsettingsandassumptions
consideredin this work. Section III discussesthe design
spacefor disseminationof dataandkeys. SectionsIV andV
presentour evaluationmethodologyandexperimentalresults.
SectionVI concludesthe paper.

I I . SYSTEM AND ADVERSARY MODEL

A. SystemModel

We focuson overlaynetworksproviding supportfor single-
source broadcastingapplications, that are high-bandwidth
(hundredsof kilobits per second),and real-time but not in-
teractive. Such applicationscan toleratemodestdelaysof a
few secondsthroughbuffering. The systemconsistsof a set
of nodesand a datasourcenodecommunicatingvia unicast
links. All nodesbut thesourcehave similar functionality. The
nodesare not only receivers of data, but also contribute to
the routing process.The sourceis assumedto be continually
available.Direct communicationmayexist betweenthesource
andevery receiver (or every pair of nodes).

The overlay constructionis completelyself-organizedand
distributed. Each nodemaintainsa set of neighborsreferred
to aspeers, a routing tableandthe upstreamnodeforwarding
the data, referredto as the node's parent. The neighborset
is bootstrappedat join time by contacting the sourceand
is continually updatedvia a group managementprotocol to
re�ect asetof nodesthatarecurrentlyreachablein theoverlay.
The routing table representsa set of nodesthat the node is
responsiblefor routing data to, referredto as children. The
size of this set is limited by the saturation degree of the
node. This representsthe maximum number of concurrent
data streamsa node is able to supportbefore saturatingits
physicalout-goingaccesslink. Thesaturationdegreemayvary
acrossnodesrepresentingnodeswith heterogeneousaccess
bandwidth (e.g. DSL, Ethernet),and it is critical the node
bandwidthconstraintsarehonored.Eachnoderunsanoverlay
optimizationprotocol to adaptto abnormalscenariossuchas
parentfailures.In this paper, we assumenodesin the group
form a tree structure,where the sourceof the broadcasting
applicationis the root of the tree. We believe the results in
the papermay be easilyextendedto richer structuresusedfor
delivering data.

B. Adversary Model

Our focus is ensuringthat only authorizedgroupmembers
will have accessto group data, traf�c generatedby the
applicationand broadcastedby the source.Overlay networks
alsodisseminatecontrol traf�c suchasmessagesgeneratedby
thegroupmanagementandtheoverlayoptimizationprotocols.
The protectionof the control traf�c is an importantproblem,
but it is out of the scope of this paper. We assumethat
mechanismsto protectthe control traf�c are in place.

Unlessotherwisespeci�ed,we consideronly outsideadver-
sarieswho attemptto obtainunauthorizedaccessto thegroup
data.As long as a memberhasthe currentgroup key, it can
decrypt and thus have accessto the broadcasteddata. The
accessto data is restrictedby changingthe group key. Any
membersthat are not part of the group yet, or have left the
group,arenot ableto get accessto the data.Theseproperties
areknown as forward andbackward secrecy. We assumethat
the sourceof the broadcastis trustedto behave correctlyand
soarethegroupmembers.Thesourceandgroupmembersare
trustednot to forward the secretgroupkey or decrypteddata
to participantswho arenot part of the group.

We assumethat thereexist mechanismsallowing thesource
to authenticatea host interestedin the broadcast.In addition
thereexist meansthat allow the sourceandeachhostpart of
the group to sharea pair-wise key.

I I I . DESIGN SPACE

The primary focus of the paperis to systematicallystudy
strategiesfor key disseminationwhenincorporatingcon�den-
tiality in an overlay broadcastingsystem.Our studiesemploy
well-known algorithmsfor key managementwhich we discuss
in SectionIII-A. The �rst partof our studyconsidersschemes
wherekey managementalgorithmsareincorporatedwith min-
imal changesto the overlay system,by simply disseminating
keys using the existent overlay datadelivery structure.Even
with such a minimalist approach,it is critical to ensure
resilient key dissemination– losing a key impacts all data
encryptedwith that key and signi�cantly affects application
performance.We presentstrategies to achieve resilient key
disseminationin Section III-B. While the existing overlay
datadelivery structurecould be usedfor key dissemination,
therearepotentialbene�ts in constructingadditionalstructures
speci�cally designedfor key distribution. We discusspossible
schemesin this spacein SectionIII-C.

A. Key ManagementAlgorithms

Key managementalgorithmscanbeclassi�edascentralized
and contributory. Centralizedkey managementschemesrely
on a single entity, referred to as key server, to select and
distribute the group key. In contrast,contributory schemes
compute the group key based on individual contributions
from each protocol participant. Given our focus on single
sourcebroadcastingapplications,we considercentralizedkey
managementschemes.

One of the main factors to consider for centralizedkey
managementschemesis the load on the key server resulting



from encryptions required when distributing the key. An
additionalfactoris thekey refreshmechanismneededin order
to preserve securitypropertiessuchas forward andbackward
secrecy. Two strategies have beenproposedin the literature:
refresh the key every time the group changesor refresh it
periodically. In the latter approach,known as batch rekeying
[19] severalgroupchangesareaccumulatedin onekey change.
As a result,batchrekeying decreasesthe numberof messages
andcommunicationroundsneededto changethe groupkey.

One important parameterin key managementalgorithms
using batching is the time between consecutive batching
operations,known asrekey period. A low rekey periodresults
in frequentrekeying, and potentially high overhead.A high
rekey period makes a schememore vulnerableto violations
of security properties– in particular, the rekey period is an
upperboundon how long a nodethat hasleft the groupmay
continueto have accessto informationit is not authorizedto.

We considerthe following key managementalgorithms:
� Key-Star: This is a protocol in which the sourceencrypts
the new key with eachnode's pair-wise key whenperforming
a rekey operation.Key-Star requiresO(N) encryptionsat the
source,aswell asO(N) messages,where � is the groupsize.
The terminologyis adoptedfrom [19].

� Marking: This schemeis a batchingvariantof a well-known
protocol, LKH [23]. LKH improves over Key-Star by using
not only pair-wise sharedkeys with eachmember, but also
subgroupkeys when performinga rekey operation.By using
sub-groupkeys to encryptthe new groupkey, the encryption
costat thesourceis signi�cantly reduced.Thesub-groupkeys
arenot known by the membersthat left, so the approachhas
similar security propertiesas in the casewhen group keys
wereencryptedusingpair-wise keys. The keys are organized
in a key tree where the root correspondsto the group key,
the intermediatekeys to subgroupkeys and the leaves to the
pair-wise keys betweenthe sourceand eachmember. LKH
achieves logarithmicbroadcastsizeandcomputationalcost.

Theprotocolin [19] andsubsequentlyre�ned in [20], which
we refer to as Marking, appliesbatchrekeying for the LKH
algorithm.As severalgroupchangesmayhaveoccurredduring
a rekey period,thealgorithmspeci�eshow thesechangeswill
be applied to modify the key tree. We chose this scheme
over LKH, given the bene�ts of batching in reducing the
computationandcommunicationoverhead.

B. ResilientKey DisseminationStrategies

Thestraight-forwardapproachto integratekey management
algorithmsin an overlay systemis to usethe existentoverlay
datadelivery structureto disseminaterekey messages.How-
ever, while applicationscan tolerate lossesin data packets,
losses in rekey packets can be more severe. Thus, it is
necessaryto employ explicit mechanismsto enhanceresiliency
of key delivery. Our focus is on minimizing loss of rekey
packets ratherthan perfectreliability – occasionallossescan
be handled through recovery mechanisms,such as having
nodescontactothermembers.

While reliablekey disseminationis a challengingandwell-
studiedproblemin the context of IP Multicast, the problem
canbe considerablysimpli�ed with overlaysby usingreliable
transportprotocols(e.g.TCP) in eachhop of the overlay key
disseminationstructure.However, per-hop reliability may not
suf�ce to achieving end-to-endresilency of key delivery, as
lossesmay occurwhenthe overlay is in a transientstate.

With this view, we implementedand evaluated several
schemesfor distributing rekey messages:

� NaiveUnicast: The new key is distributed by the sourceto
eachreceiver individually usinga TCP connection.Note that
only the keys that the particularreceiver needsare included.
This algorithmis usedasa base-linefor comparison.

� Tree-TCP, Tree-UDP: The overlay multicast tree involved
in datadisseminationis usedfor key dissemination.Keys are
transmittedusingTCP in eachhop for the Tree-TCPscheme,
andusingUDP for the Tree-UDPscheme.

� Tree-Unicast: We introducethis schemeto handleconver-
genceissueswith overlays. We provide the motivation and
detailsin SectionV-B.1.

C. Key and Data DisseminationCouplingStrategies

Using the existing overlay data delivery structurefor key
disseminationhasthe lowest level of complexity. We refer to
sucha schemeasCoupled-DataOptimized. However, with this
strategy, the distribution of key messagescan be suboptimal
and involve higher overhead.For example,Figure 1.a shows
an LKH key-tree. � is the group key, ��� and ��� are sub-
groupkeys. The keys at the leavesof the tree (squareboxes)
arepair-wisekeys of users���	� � , �
��� � , ���
� � and ���
� � , with the
source.If groupkey � changes,in order to be distributed, it
is encryptedwith the subgroupkeys ��� and ��� , resultingin
messages��������� and ��������� . Note that ��������� is of interest
to �

�	� � and �
�	� � , while ��������� is of interestto users�

��� � and
�

�
� � . Figure 1.b shows a possiblestructureconstructedby a
Coupled-DataOptimizedscheme.In this casethe sourcehas
to sendmessages��������� (grey key) and ��������� (black key)
to all its children even though they may not needthe keys.
This is becausethesourcedoesnot have completeknowledge
of wherenodesthat requirea key are locatedin the overlay
structure.

An alternative approachis to use the same overlay to
disseminatedata and keys, but to optimize the overlay for
key distribution, asproposedin recentwork [21]. We refer to
sucha schemeasCoupled-KeyOptimized. In this approach,the
key disseminationtreeformedby thegroupmembersmatches
the logical key treebuilt by LKH in orderto sendkeys just to
thenodesthatmayneedthem.For example,Figure1.c shows
a structureoptimized for key disseminationfor the key tree
in Figure 1.a. The structureis carefully optimizedsuch that
an intermediatenodewill receive a key from its parentif and
only if the nodeor at leastone of its descendantsneedsthe
key. In this examplemessage��������� (grey key) is required
for usersin the subtreerootedat �

�	� � and message���������

(black key) is requiredfor usersin the subtreerootedat ���
� � .
Therefore,the sourcewill send �����

�
� only to user �
�	� � and



Fig. 1. a) An LKH keys tree.b) An overlay structureoptimizedfor datadelivery. Intermediatenodesarepositionedby their network characteristics.New
keys aresentto all nodes.c) An overlay structureoptimizedfor keys delivery. Intermediatenodesarepositionedby their ID. New keys aresentonly to
nodesthat needthem.

����� � � only to user ���
� � . We refer the readerto [21] for
implementationdetailsof the scheme.

While Coupled-KeyOptimizedmay reducerekeying over-
head,we hypothesizethat it cansigni�cantly impactapplica-
tion performance,andmorecritically canviolatethesaturation
degree of nodes when bandwidth demandingbroadcasting
applicationsare considered.In heterogeneousbandwidthen-
vironmentsthat may involve hostsbehindDSL andEthernet,
the saturationdegreeof a nodein a datadisseminationtreeis
constrainedby the physicaloutgoingaccessbandwidthof the
node.A schemelike Coupled-KeyOptimizeddoesnot take into
accountthe physical outgoing accessbandwidthlimitations.
Nodescloserto thesourcewill tendto have a largenumberof
children,irrespectiveof physicalaccessbandwidthconstraints.

To addressthe problem,we introduceand explore a third
strategy, referredto asDecoupled, which usestwo specialized
disseminationstructuresone for dataand one for keys. Intu-
itively, such an architecturehas the advantageof providing
goodperformancefor datadelivery andreductionin overhead
to diseminatekey messages.Thedrawbackin this caseis that
the sourcemust maintain two structuresinsteadof one, and
hencethereis additionalcomplexity andoverheadto maintain
an extra structure.

IV. EVALUATION GOALS AND METHODOLOGY

Our evaluationis driven by several goals:
� ReliableKey Dissemination:(i) What is the impact of key
managementalgorithmson applicationperformancegiventhat
a lossor delayof keys canprevent a host from beingable to
decryptdata?(ii) How doesthe choiceof mechanismfor key
transportimpactperformance?(iii) How effectiveareprotocols
for per-hop reliability for key distribution in enabling end-
to-end reliability of key dissemination?(iv) What are the
additional overheadsincurred in terms of computation(en-
cryptions)and communicationwhenmechanismsfor reliable
key disseminationare introduced?

� Key and Data Coupling: (i) What is the impacton applica-
tion performancewith the Coupled-KeyOptimizedapproach?
(ii) How signi�cant is the reduction in key dissemination
overheadwith the Decoupledapproach?Does this reduction
outweigh the additionaloverheadsof maintainingtwo struc-
tures?(iii) How sensitive aretheresultsto thetracesandrekey
period,andare the bene�ts signi�cant underreal work-loads
of interest?

A. PerformanceMetrics

Our evaluationsconsiderthe following metrics:
� Decryptable Ratio: We considerthe fraction of the raw
bandwidthobtainedusing overlay multicast that can be suc-
cessfullydecryptedby a receiver. The raw throughput,or the
throughputa receiver seesin theabsenceof key management,
is boundedby thesourcerateanddependson theperformance
of the underlyingoverlay multicastsystem.

� Communication Overhead: We considerthe total band-
width of all control messagessentor received by the source
arising due to key management.Dependingon the partic-
ular context, we also consideroverheaddue to other con-
trol messsages,such as the overheadof the base overlay
multicast system itself. Our evaluationsonly focus on the
communicationoverheadof the source,and do not consider
theoverheadat internalnodes.Giventhatoverlaybroadcasting
is a bandwidthconstrainedapplicationandtheburstynatureof
batchrekeying, we considerboth average overheadandpeak
overhead.

� Computation Overhead: We considerthe numberof en-
cryptions per second,as well as the numberof encryptions
conductedevery rekey period.

B. EvaluationMethodology

To answerthe questionslisted above, we have conducted
a detailed evaluation of various key managementschemes
implementedin an operationalbroadcastingsystemdeployed
on the Planetlabtestbed.We performedexperimentson Plan-
etlabby emulatingtracesfrom realbroadcasteventsthatwere
conductedusingapplicationend-pointoverlay multicast[15].
The tracescapturebandwidth-resourceconstraintsof nodes,
as well as information regardinguser dynamic patterns.We
emulatedthe traces,by having eachclient in a traceexecute
on a Planetlabhost. Further, given that the peak numberof
clientsin the traceswe useis muchlarger thanthenumberof
Planetlabnodes,multiple simultaneouslyparticipatingclients
in the tracearemappedonto the samePlanetlabnode.

Our experimentsareconductedwith a streamingvideo rate
of 420Kbps – the value used with the deployment of an
operationalsystembasedon overlay multicast[15]. This also
representstypical media streamingratesin real settingslike
[24], [25]. We use the outgoing bandwidth information of
clientspresentin thetrace,normalizeit to thesourcerate,and



TABLE I

CHARACTERISTICS OF TRACE SEGMENTS USED.

Event Deg 0 or 1 Deg 6 PeakGrp. Size Joins Leaves

Conference1 33% 67% 42 8 9
Conference2 62% 38% 62 71 63
Portal 65% 35% 107 184 179
Competition 54% 7% 116 110 75
Rally 37% 12% 252 148 149

obtain a degreefor the client in the correspondingPlanetlab
instantiation.We assumea maximum degree of a client is
six, which correspondsto the settings used in operational
deploymentsreportedin [15]. We directly usethesamegroup
dynamicspatternas in the traceto drive the experiment.

To ensurethatwe do not placeanunduebandwidthdemand
on Planetlabnodes,we do not map more than three clients
onto a Planetlabnode.We alsoseekto maintainthe invariant

��� ���

���

�	��

����� where� is thenumberof clientsin the trace
mappedto a Planetlabnode � ,

�

� is thedegreeof theclient in
the underlyingtrace, 
 is the maximumoutgoingbandwidth
of Planetlabnodes,and � is the sourcerate.

As eachof thetraceslastsfor severalhours,it is not feasible
to emulateeachof thementirely on Planetlab. Consequently,
we emulatetwenty minute segmentsof the trace.The clients
alreadypresentin the trace at the start of the segment join
in a burst over the �rst two minutes,then follow join/leave
patternsexactly as in the tracefor the next twenty minutes.

Our evaluationshave considereda rangeof rekey periods
andstudiedperformancesensitivity to this parameter.

C. TraceCharacteristics

TableI summarizesthedetailsof thetracesegmentsusedin
our evaluations.We usedsegmentsof tracesfrom � vedifferent
broadcasts.Conference1and Conference2are broadcastsof
conferences,Portal refersto a broadcastconductedto a web
portal,Competitionis a broadcastof a sportsevent,andRally
refers to a broadcastof an electioncampaign.The �rst two
columns show the constitution of hosts by presentingthe
percentageof hostsassigneda low degree(degree0 or 1), or
a high degree(degree6). For the Conference1, Conference2,
andPortal traces,theseare the only two categoriesof nodes,
however for theCompetitionandRally traces,therearenodes
with intermediatedegreeas well. The table also presentsthe
peak size seenin the trace segment. The last two columns
provide a senseof the group dynamicsin the tracesegments
by presentingthe number of joins and leaves that occur
during that segment. Our evaluation study uses the Rally
tracesegmentas the default, as it has the largestpeaksize,
signi�cant node dynamics,and signi�cant heterogeneityin
node constitution. The Portal trace segment is interesting
in that while it has a smaller peak size, it has the highest
churn rate with maximumgroup changesin the period. The
Conference1and Conference2 trace segmentshave smaller
groupsizes.While the Conference2segmenthasa signi�cant
rateof nodedynamics,Conference1is much lessdynamic.
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Fig. 2. Avg. encryptionsper rekey event with Marking for various rekey
periods.Eachgroupof barscorrespondsto a different trace.The ®rst bar in
eachgroup is the averagegroupsize.

V. RESULTS

We present results from our evaluations of an overlay
multicastsystemon Planetlab,using the key managemental-
gorithmsanddisseminationstructuresdiscussedin SectionIII.
We �rst discussthe choice of rekey period in SectionV-A.
Next, we evaluatemechanismsfor reliablekey dissemination
in SectionV-B. Finally, in SectionV-C, we presentresults
for several strategiesfor couplingdataandkey dissemination.
Unlessotherwisespeci�ed, for eachexperimentand for each
point in every graph,we have conducted5 runs and plotted
the meanandstandarddeviation.

A. Choiceof Rekey Period

One importantparameterin our experimentsis the choice
of the rekey period(de�ned in SectionIII-A) for theMarking
algorithm.While a low rekey periodresultsin frequentrekey-
ing andpotentiallyhigh overhead,the advantagesof Marking
diminish comparedto Key-Starat higher rekey periods.With
theMarking schemewith higherrekey periods,thenumberof
encryptionsper rekey event can be as high as ��������������� ,
where � is the numberof keys changedduring a rekey and

��� �!����� is the degree of the LKH tree. The number of
encryptionsrequiredonarekey operationfor Markingdepends
on the dynamicsof the trace,the length of the rekey period,
andwhich usersleave. In contrast,for Key-Star, thenumberof
encryptionsis "$# ��% , where � is the groupsize,independent
of the frequency with which rekey eventsareconducted.

Basedon the above insight, Figure2 comparesthe perfor-
manceof Marking and Key-Star in terms of the numberof
encryptionsper rekey event for various tracesand multiple
rekey periods.In eachgroupof bars,the�rst barrepresentsthe
numberof encryptionsper rekey event for Key-Star, which is
independentof the rekey periodandsimply theaveragegroup
size of that trace.The other 4 bars representthe numberof
encryptionsper rekey event for Marking for periodsof 5, 30,
60 and300 seconds.For all traces,thenumberof encryptions
per rekey event with Marking increaseswith higher rekey
periods.For a rekey period of 300 seconds,the bene�ts of
using Marking over the naive Key-Star are small for many
traces,and there is almost no bene�t for the Portal trace.
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Becauseof these results, the rest of the experimentswith
Marking focuson rekey periodsof 60 secondsandsmaller.

B. ResilientKey DisseminationStrategies

In this section,we considerdifferentstrategies for reliable
key dissemination.We �rst show theimpactof key losson ap-
plicationperformance.Next, weshow applicationperformance
achieved when per-hop unreliableand reliable protocolsare
usedfor key dissemination.Then, we considerconvergence
propertiesof overlaysasa way to further improve end-to-end
resiliency of key delivery. Finally, we presentthe overhead
incurred by incorporatingresilient key disseminationin an
existentoverlay broadcastingsystem.

To appreciatethe impact of the loss of rekey packets
on applicationperformance,considerFigure 3 which depicts
the performanceof a user when Tree-UDP is usedfor key
dissemination.The X-Axis representstime, while the Y-Axis
depictsthe bandwidththe userreceivesandcandecrypteach
second.For comparison,the negative Y-Axis shows the raw
bandwidththeuserreceiveseachsecond.We notethat though
the sourcerate is �x ed, the data obtainedby receivers can
be bursty. Each vertical line in the upperhalf of the graph,
correspondsto thetime whena receiverobtainsa rekey packet
containing a new group key. For the scenarioin Figure 3,
the node missesthe new group and subgroupkeys in the
�rst rekey event after it joins. Consequently, it is unableto
decryptkeysuntil 187secondslater. Interestingly, theimpulses
show that the nodekeepsperiodically receiving new versions
of the group key in the intervening period – however it is
unableto decryptthe keys sincethat requiresa subgroupkey
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which thenodedoesnot possess.Therecoveryat 187seconds
occurs becausethe subgroupkeys the node was missing,
have changedand have beensent from the sourceand the
nodereceivesthosekeys successfully. Similarly, the lossof a
subgroupkey prevents the node from being able to decrypt
new groupkeys anddatain the period247-307.

Figure4 shows the DecryptableRatio achieved with Tree-
TCP, andTree-UDPif a rekey periodof 60 secondsis used.
We make two observations.First, the performancewith Tree-
UDP is poor. Using per-hop UDP results in loss of rekey
packetswhich preventsthe nodefrom decryptingraw datait
may receive. Second,Tree-TCPdoesmuch better than Tree-
UDP with DecryptableRatio greaterthan0.97 for over �����

of thenodes,indicatingthatuseof TCPfor key dissemination
can have signi�cant bene�ts. Figure 4 also shows the Tree-
Unicastschemewhich we discussnext.

1) Overlay Convergence: Figure 4 shows that there is a
tail, andsomenodesdo not performwell. Our analysisreveals
the primary reasonfor the tail is that when a nodejoins the
group,or is disconnectedbecauseits parentleft the group, it
maybedisconnectedfrom theoverlaytreefor a certainperiod
of time.During this time, thenodeis unableto receive dataor
keys distributed along the tree. While the impact of missing
data is relatively minor if reconnectiontimes are small, the
impactof missinga key canbe moresigni�cant. We refer to
the time that a node takes to join an overlay multicast tree,
or reconnectwhen a parent leaves as the ConnectionTime.
Figure5 plots a CDF of the ConnectionTime of nodesin the
ESM overlaymulticastsystem.Over ����� of thenodeshave a
ConnectionTime of lessthan5 seconds,thoughthis canbeas
high asabout10-12secondsin somecases.ConnectionTime
is a concernwith both node joins and departures.For node
departures,the problemis partially amelioratedbecauseover

�

�	� of nodesthat departdo not have children,andthustheir
leave doesnot have an impacton othernodes.

To addressthe problem for node joins, we introduce a
heuristic called Tree-Unicast. The approachis similar with
the Tree-TCPscheme,where the LKH keys that have been
modi�ed aredisseminatedusingthe overlay tree.In addition,
for nodesthathave recentlyjoined, thesourcesendsthemthe
keys directly by usingunicast.The time for which the source
disseminateskeys via unicast dependson the Connection
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Time of the underlying overlay protocol. Given that typical
ConnectionTime valuesare of the order of

�����

� seconds,
andrekey periodswe considerarelonger, we simply have the
sourcedirectly unicastpacketsto nodesthat joinedduring the
last rekey period.Figure4 shows the DecryptableRatio with
Tree-Unicast. We note this doesachieve better performance
thanTree-TCPandhelpsimprove the performanceof the tail.

Figure 6 considersthe performancewith Tree-Unicastob-
tained with the entire set of traces. Each group of bars
correspondsto a different trace.For eachgroup, thereare 2
bars,one indicating the performanceat a rekey period of 30
seconds,andthe otherindicatingperformanceat rekey period
of 60 seconds.Eachbarrepresentsthefractionof receiversfor
which the DecryptableRatio is greaterthan � ��� for a given
trace and rekey period. For a rekey period of 30 seconds,
over � ��� of receivers seea DecryptableRatio greaterthan

� ��� . If a rekey periodof 60 secondsis used,theperformance
resultsare even stronger, with over ����� of receivers seeing
a Decryptable Ratio greater than ����� for all traces. The
performanceis better with a higher rekey period because
it decreasesthe probability of a node departurehappening
shortly beforea rekey event.

2) Communication Overhead: While Tree-Unicast im-
proves the performanceof Tree-TCP, it places additional
overheadon thesourcebecauseof keys unicastedto thenodes
that join since the last rekey. Figure 7 shows the additional
averageoverheadincurred with key managementalgorithms
by measuringall controltraf�c relatedto key managementsent
or receivedby thesource,averagedacrossthesessionduration,

for theRally trace.Eachgroupof barsdenotesadifferentrekey
period,while the threebarsdenoteNaiveUnicast, Tree-TCP,
andTree-Unicast.

There are several points to note from Figure 7. First, for
all schemes,the overheaddue to key managementdecreases
whenthe rekey periodincreases.This is expectedsincerekey
operationsareconductedlessfrequently. Second,the bene�ts
of Tree-TCPare more visible for lower rekey periods.For
example, for a rekey period of 5 seconds,Tree-TCPlowers
the overheaddue to key managementfrom 16 Kbps with
NaiveUnicast to about 4 Kbps. For rekey periods of 300
seconds,both NaiveUnicastandTree-TCPincur overheadsof
lessthan1Kbps.Finally, theadditionaloverheadincurredwith
Tree-Unicastis small andtheschemestill haslower overhead
thanNaiveUnicast.

We have repeatedtheoverheadmeasurementsfor all traces.
Acrossall traces,while Tree-Unicastincurs higher overhead
as comparedto Tree-TCP, the overall overheaddue to key
managementis acceptableand rangesfrom �

���

Kbps for
rekey periodsof 30 and60 seconds.We omit the resultsdue
to lack of space.

While theseresults focus on the averageoverheads,it is
importantto alsoconsiderthe peakoverheads,andthis forms
the focusof the next section.

C. Key and Data DisseminationCouplingStrategies

Our evaluationsso far have focusedon using the exist-
ing data delivery structurefor constructingoverlays. In this
section,we evaluate the bene�ts of optimizing the overlay
for key disseminationand decouplingkey and data dissem-
ination structures.We considerthe Coupled-DataOptimized,
Coupled-KeyOptimized, and Decoupledstrategies discussed
in SectionIII-C. Our Coupled-DataOptimizedschemesimply
refersto the Tree-Unicastschemeintroducedin the previous
section– thenew termis usedfor notationalconvenience.Our
implementationof the Coupled-KeyOptimizedschemefollows
the recentproposalin [21], as discussuedin Section III-C.
For the Decoupledscheme,our implementationusesESM for
data delivery and a key-optimizedstructureaugmentedwith
reliabledisseminationmechanismsfor key delivery.

We begin by evaluatingthefeasibility of usingtheCoupled-
KeyOptimizedstrategy for delivering data for bandwidthde-
mandingbrodcastingapplicationsusingsimulations.We show
the strategy violatesthe saturationdegreeandphysicalband-
width constraintsof nodes. The rest of the section then
focuseson comparisonsbetweentheDecoupledandCoupled-
DataOptimizedstrategies.

1) Feasibilityof Coupled-KeyOptimized: Figure8 presents
resultsfrom a simulationstudyof the Coupled-KeyOptimized
schemeconductedusing the Rally trace.Eachgroup of bars
correspondto nodesat a particularforwarding level in thetree
producedby Coupled-KeyOptimized. Thesourceis at forward-
ing level 0, its direct childrenat level 1, andso on. For each
forwarding level, three bars are shown correspondingto: (i)
the averagenumberof children in the Coupled-KeyOptimized
structurefor nodesat that level; (ii) the averagesaturation
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degree(maximundegreeimposedby nodeout bandwidth)for
nodesat that level; and(iii) the fraction of nodesat that level
which have more children than permittedby their saturation
degree.As canbeseenfrom the�gure (third bar),100%of the
nodesat forwardlevel 1 and2, and35.4%of thenodesin level
3 are violating their saturationdegree.The averagenumber
of children (�rst bar) exceedsthe averagesaturationdegree
(secondbar) for levels 1 and 2, and exceedsthe maximum
saturationdegreeany nodehasin our experimentsfor level 1.
Theseresultsindicatethatit is not feasibleto usetheCoupled-
KeyOptimizedstrategy for bandwidth-demandingapplications.
The reasonis that the goalof matchingthedisseminationtree
with the logical key treebuilt by LKH is at oddswith thegoal
of honoringtheheterogeneousaccessbandwidthconstraintsof
participatingnodes.

2) Bene�ts of Decoupled: Given the feasibility concerns
with Coupled-KeyOptimized, therestof thesectionfocuseson
DecoupledandCoupled-DataOptimizedstrategies.Sinceboth
strategiesemploy thesameESM overlay for datadistribution,
we expect the application performanceto be similar, and
our comparisonsprimarily focus on the overheadsinvolved.
Figure9 shows theoverheadfor thetwo schemesasa function
of time for the Rally traceanda rekey periodof 60 seconds.
The overhead is sampled every second and considersall
control messagesat the source,including thosedue to key
managementand maintenanceof the overlay dissemination

Traces
Rally Conference1 Conference2 Competition Portal

O
ve

rh
ea

d(
kb

ps
)

0

20

40

60

80

100

120

140

160

180

200
Control Messages for Keys Delivery Structure 

Control Messages for Data Delivery Structure

Key Messages

Fig. 10. Peakoverheadof Decoupled(®rst bar)andCoupled-DataOptimized
(secondbar) with varioustracesfor rekey period60 seconds.

structures.We have addedan offset on the X-Axis to Decou-
pled curve for clarity of readingthis �gure. Both curves see
periodic spikes correspondingto rekey events.Both schemes
have similar overheadsin the time rangesbetweenrekey
events, but the overheadat the rekey event is reducedfor
Decoupled.

Figure 10 studiesthe schemesacrossthe completeset of
traces.The �gure shows the peak communicationoverhead
incurred with Decoupledand Coupled-DataOptimizedwith
a rekey period of 60 secondsand for various traces, by
samplingoverheadat every secondafter the �rst rekey period
and identifying the peakvalue.The overheadduring the �rst
rekey period is not consideredsince the systemis not in a
steady state at that time. Each group of bars corresponds
to a different trace.The �rst bar in eachgroup is the peak
overheadincurred with Decoupled, and the secondbar the
peak overheadwith Coupled-DataOptimized. Each bar con-
sistsof variousoverheadcomponents:key messages,control
messagesfor data-delivery structure,and control messages
for keys-delivery structure with Decoupled. We make two
observations: �rst, for all traces,the overheadof key mes-
sages incured with Decoupledis reducedby between � ���

to ��� � of that incurred with Coupled-DataOptimized. This
is expectedsinceDecoupledusesa separateoptimizedkeys-
delivery structure.Second,for all traces,the total overhead
incurred with Decoupledis reducedby between � ��� and

� �	� of that incurredwith Coupled-DataOptimized. Here for
somesmall-sizedand lessdynamic traceslike Conference1,
the reduction in total overheadmade by Decoupledis not
so signi�cant as in key messages.The main reasonis that
for thosetracesthe overheadof maintainingthe data-delivery
structureis signi�cant, so reducingonly key messagescannot
reducethe total overheadgreatly. Another reasonis that for
Decoupled, thereis an additionaloverheadof maintainingthe
separatekeys-deliverystructure.However, for largerandmore
dynamic traceslike Rally where overheadof key messages
is the major component,the reduction in total overheadis
still signi�cant. We alsoperformedexperimentswith theRally
tracefor a rekey period of 300 secondsand the reductionin
peak overheadof DecoupledversusCoupled-DataOptimized
is even moresigni�cant.

Overall, these results show that the reduction in peak



overheadsdue to key disseminationwith the Decoupledap-
proachcanoutweightheoverheadof maintaininganadditional
structure.Further, thesebene�ts may be realizedwhile still
honoringphysicalaccessbandwidthconstraints,andachieving
goodapplicationperformance.

VI . SUMMARY AND CONCLUSIONS

While key managementalgorithmshave beenwidely ex-
plored in the past, most prior work was conductedin the
context of IP Multicast. In this paper, we study the unique
opportunitiesandchallengeswhenincorporatingkey manage-
mentschemesin an overlay architecture.Speci�cally:

� We presentthe�rst studyof key disseminationschemeswith
overlaysthat involvesimplementation,performanceevaluation
in real Internet environments,and which usesreal tracesof
join/leave dynamics.We show resultsfrom key management
schemes(Key-Star and Marking) and key distribution strate-
gies (NaiveUnicast, Tree-TCP, Tree-UDP, andTree-Unicast),
deployed on the Planetlabtestbedand evaluatedwith real
join/leave dynamicsfrom previous operationaldeployments
(Table I). Prior work in this space[21], [22], has relied on
analysisor simulationswith syntheticworkloads.

� We conduct the �rst study of resilient key dissemination
using overlays.While reliable key disseminationhasproven
challengingin the context of IP Multicast, we show that it
canbe signi�cantly simpli�ed in the overlay context through
useof TCP to ensureper-hop reliability. For the Rally trace
and a rekey period of 60 seconds,� �	� of receivers see a
DecryptableRatiogreaterthan ��� ��� whenusingper-hopTCP.
Per-hop reliability is by itself insuf�cient to ensureend-to-
end reliability due to transientconditionsthat may occur in
theoverlay. We show thatit is feasibleto improveperformance
if the convergencepropertiesof overlaysare consideredand
proposeTree-Unicast. We observe that for the Rally traceand
60 secondrekey periods,with Tree-Unicast����� of receivers
seea DecryptableRatiogreaterthan ��� � � ascomparedto �����

of receivers for the Tree-TCPscheme.A detailed study of
sensitivity to several tracesand rekey periodssupport these
results.

� We studythe potentialof a decoupledarchitecturethat uses
two specializeddisseminationstructures,onefor dataandone
for keys,comparedto coupledarchitecturesin which thesame
structureis used for disseminatingboth data and keys. We
show thatCoupled-DataOptimizedincurshigh peakoverheads
associatedwith key dissemination,andCoupled-KeyOptimized
(recently proposedin [21]), violates the physical access
bandwidth constraints of nodes for bandwidth-demanding
broadcastingapplications.With Decoupled, physical access
bandwidth constraintsare honored. Further, the reduction
in peak overheadsdue to key disseminationoutweighsthe
overheadof maintainingan additionalstructure.For the Rally
traceand60secondsrekey period,Decoupledreducesthepeak
overhead44%in comparisonto Coupled-DataOptimizedwhile
the averageoverheadsarecomparable.

Our future work involves extendingour resultsto deploy-
mentswith real users.In addition, we will explore ways to

minimize peakoverheads,andreducethe costsof incorporat-
ing con�dentiality in extremely large-scaleoverlay multicast
groups.
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