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Abstract—Most prior work on the use of key management
algorithms to enable con dentiality of video delivery has been
conducted in the context of IP Multicast. In this paper, we
consider the unique challengesand opportunities of integrating
key managementalgorithms in an overlay multicast system.We
conduct a systematic and extensive performance evaluation of
strategiesfor key disseminationin the context of an operational
overlay broadcasting system on the Planetlab testbed using
real traces of join/leave dynamics. We show that leveraging
TCP in each hop of the overlay dissemination structure can
signi cantly simplify reliable key dissemination.The performance
can be further enhancedif corvergence properties of overlays
are considerd. We shaw that using two specializeddissemination
structur es,onefor data and one for keys,potentially achieveslow
overhead for key dissemination without sacri cing application
performance. To our knowledge, this is the rst paper to study
key management schemesin an overlay context using real
implementation and Inter net experimentsand the rst to consider
issuesin resilient key dissemination with overlays.

|. INTRODUCTION

In recentyears,overlaymulticasthasemegedasanalterna-
tive architectureto IP Multicast for enablinggroup communi-
cationapplicationsoverthelnternet.In anoverlayarchitecture,
end systemsparticipatingin a multicast group self-omganize
into ef cient structuresfor delivering datawithout requiring
ary supportfrom the existing network infrastructure.Signif-
icant effort focusedon validation of the architecturg1], [2],
[3], [4], [5], anddesignof protocols[1], [2], [3], [6], [7], [8],
[9], [10], [11], [12], [13], [14]. The initial succeshasled to
validationsthroughreal deploymentsand extensive usageof
thesesystemsn real applicationg[15], [16], [17].

Achieving further usageof thesesystemsn a wider range
of applicationgequiresintegratingsecuritymechanismso en-
ablecon dentiality andintegrity of datadelivery. Suchsecurity
mechanismgan be ef ciently provided by using symmetric-
key basedcryptographicalgorithms,which in turn requireall
participantsto sharea secretkey. This key is referredto as
the group key and protocolsproviding its establishmentand
managemenarereferredasgroup key manajementprotocols

A vastmajority of previouswork in groupkey management
for broadcassystemshasbeenconductedn the context of IP
Multicast and focusedon reducingthe encryptionoverhead
at the source.In contrastto these works, we investigate
challengesand opportunitiesfor group key distribution and
managemenin the contet of overlay networks. In overlays,
thereis no native multicast medium (e.g. IP Multicast) that
could be usedfor key distribution. However, keys could be

distributedby usingthe existing overlaydatadelivery structure
or by constructingadditional structuresspeci cally designed
for groupkey distribution.

In this paper we focuson single-sourcédroadcastin@ppli-
cations.Ourwork is conductedn the context of anoperational
overlaybroadcastingystemthe End SystemMulticast (ESM)
andits datadisseminatioralgorithms[15]. We selectedESM
becausét is one of the rst operationallydeployed systems
and has seen signi cant real-world deployment. We have
implementedthe LKH [18] key managemenalgorithm and
its batchingvariant [19], [20] in ESM. We chosethe LKH
protocoland its variantdue to their wide usein the research
community
Our contribution:

We conducta systematigperformanceevaluationof strate-
gies for key disseminationin the context of an operational
overlaybroadcastingystermon the Planetlaltestbedisingreal
tracesof join/leave dynamics.While a few recentworks have
consideredssueswith key disseminatiorusingoverlays [21],
[22], theseworksrely on analysisor simulationswith synthetic
workloads and do not considerissuessuch as resilient key
delivery. To our knowledge, this paper presentsthe most
extensve study of key disseminationschemesn an overlay
contt, andthe rst to involve actualimplementation real-
world performanceandreal traces.Real Internetdeployment
in turn allows us to provide unique insightsinto the inter-
action betweenkey managemenand datatrafc, aswell as
investigatehe sensitvity of suchprotocolsto lossesn realistic
Internetdataandtrafc conditions.

We conductthe rst studyof issuedn resilientkey dissemi-
nationin anoverlay context. While reliablekey dissemination
is a challengingandwell-studiedproblemin the context of IP
Multicast, we shaw thatit canbe considerablysimpli ed with
overlays.In particular overlaysprovide theuniqueopportunity
to employ protocolsfor perhopreliability in the key dissemi-
nationstructure We show thatleveragingTCP in eachhop of
the overlay disseminatiorstructurecan signi cantly simplify
reliablekey disseminationandcouldhelpachiereresilieng in
end-to-endielivery. The performancecanbe furtherenhanced
if corvergencepropertiesof overlaysare considered.

We study the designspacefor disseminationof data and
keys. We rst considercoupled architectues in which the
samedisseminatiorstructureis usedfor both dataand keys.
In particular we consider(i) a coupledarchitectute optimized
for data which intuitively hasthe lowestlevel of compleity;



and (ii) a coupledarchitecture optimizedfor keys which was
shawvn in recentwork [21] to resultin savings in overhead
associatedwith key dissemination.Our results shav that
while (i) incurs a high overheadfor key dissemination (ii)
violates the physical accessbandwidth constraintsof nodes
for bandwidth-demandingpplications.We then considera
decoupledarchitectuie using two specializeddissemination
structures,one for data and one for keys. The architecture
honorsaccessandwidthconstraintsat nodes,and our results
shav the bene ts of reducingoverheadsassociatedwvith key
disseminatioroutweighthe cost of maintainingan additional
overlay structure.

The rest of the paperis organizedas follows. Sectionl|
presentsa descriptionof the systemsettingsand assumptions
consideredin this work. Section lll discussesthe design
spacefor disseminatiorof dataandkeys. SectionslV andV
presentour evaluationmethodologyand experimentalresults.
SectionVI concludeshe paper

Il. SYSTEM AND ADVERSARY MODEL

A. SystenModel

We focuson overlay networks providing supportfor single-
source broadcastingapplications, that are high-bandwidth
(hundredsof kilobits per second),and real-time but not in-
teractive. Such applicationscan tolerate modestdelaysof a
few secondshrough buffering. The systemconsistsof a set
of nodesand a data sourcenode communicatingvia unicast
links. All nodesbut the sourcehave similar functionality The
nodesare not only recevers of data, but also contribute to
the routing process.The sourceis assumedo be continually
available.Direct communicatiormay exist betweerthe source
and every recever (or every pair of nodes).

The overlay constructionis completelyself-omganizedand
distributed. Each node maintainsa set of neighborsreferred
to aspees, a routing table andthe upstrearmodeforwarding
the data, referredto as the nodes parent The neighborset
is bootstrappedat join time by contactingthe source and
is continually updatedvia a group managemenprotocol to
re ect asetof nodeghatarecurrentlyreachablén theoverlay.
The routing table representsa set of nodesthat the node is
responsiblefor routing datato, referredto as children The
size of this setis limited by the saturation degree of the
node. This representsthe maximum number of concurrent
data streamsa node is able to supportbefore saturatingits
physicalout-goingaccesdink. The saturatiordegreemayvary
acrossnodesrepresentingnodeswith heterogeneousiccess
bandwidth (e.g. DSL, Ethernet),and it is critical the node
bandwidthconstraintsarehonored Eachnoderunsan overlay
optimizationprotocol to adaptto abnormalscenariosuchas
parentfailures.In this paper we assumenodesin the group
form a tree structure,where the sourceof the broadcasting
applicationis the root of the tree. We believe the resultsin
the papermay be easily extendedto richer structuresusedfor
delivering data.

B. Advesary Model

Our focusis ensuringthat only authorizedgroup members
will have accessto group data trafc generatedby the
applicationand broadcastedby the source.Overlay networks
alsodisseminateontroltraf c suchasmessagegeneratedy
thegroupmanagemenandthe overlay optimizationprotocols.
The protectionof the control trafc is an importantproblem,
but it is out of the scopeof this paper We assumethat
mechanismgo protectthe control traf c arein place.

Unlessotherwisespeci ed, we consideronly outsideadver
sarieswho attemptto obtainunauthorizedaccesgo the group
data.As long asa memberhasthe currentgroup key, it can
decrypt and thus have accessto the broadcasteddata. The
accesdo datais restrictedby changingthe group key. Any
membersthat are not part of the group yet, or have left the
group,arenot ableto get accesgo the data. Theseproperties
areknown asforward and backward secreg. We assumethat
the sourceof the broadcasts trustedto behae correctly and
soarethe groupmembersThe sourceandgroupmembersare
trustednot to forward the secretgroup key or decrypteddata
to participantswho are not part of the group.

We assumehatthereexist mechanismsillowing the source
to authenticatea hostinterestedn the broadcastin addition
thereexist meansthat allow the sourceand eachhost part of
the groupto sharea pair-wise key.

I1l. DESIGN SPACE

The primary focus of the paperis to systematicallystudy
stratgiesfor key disseminatiorwhenincorporatingcon den-
tiality in an overlay broadcastingystem.Our studiesemploy
well-known algorithmsfor key managementhich we discuss
in Sectionlll-A. The rst partof our studyconsidersschemes
wherekey managemendlgorithmsareincorporatedwvith min-
imal changedo the overlay system,by simply disseminating
keys using the existent overlay data delivery structure.Even
with such a minimalist approach,it is critical to ensure
resilient key dissemination- losing a key impactsall data
encryptedwith that key and signi cantly affects application
performanceWe presentstrat@ies to achieve resilient key
disseminationin Section IlI-B. While the existing overlay
datadelivery structurecould be usedfor key dissemination,
therearepotentialbene tsin constructingadditionalstructures
speci cally designedor key distribution. We discusspossible
schemesn this spacein Sectionlll-C.

A. Key ManagementAlgorithms

Key managemendlgorithmscanbe classi ed ascentralized
and contributory. Centralizedkey managemenschemesely
on a single entity, referredto as key server to selectand
distribute the group key. In contrast, contritutory schemes
compute the group key basedon individual contributions
from each protocol participant. Given our focus on single
sourcebroadcastingapplicationswe considercentralizedkey
managemenschemes.

One of the main factorsto considerfor centralizedkey
managemenschemesds the load on the key sener resulting



from encryptions required when distributing the key. An
additionalfactoris the key refreshmechanisnrmeededn order
to presere securitypropertiessuchasforward and backward
secreg. Two stratgjies have beenproposedin the literature:
refreshthe key every time the group changesor refreshit
periodically In the latter approachknown as batc rekeying
[19] severalgroupchangesareaccumulated onekey change.
As aresult,batchrekeying decreasethe numberof messages
and communicatiorroundsneededo changethe group key.

One important parameterin key managemenglgorithms
using batching is the time between consecutie batching
operationsknown asrekey period A low rekey periodresults
in frequentrekeying, and potentially high overhead.A high
rekey period makes a schememore vulnerableto violations
of security properties— in particular the rekey periodis an
upperboundon how long a nodethat hasleft the group may
continueto have accesdgo informationit is not authorizedto.

We considerthe following key managemenalgorithms:

Key-Star. This is a protocol in which the sourceencrypts
the new key with eachnodes pairwise key whenperforming
a rekey operation.Key-Star requiresO(N) encryptionsat the
sourceaswell asO(N) messagesyhere is the groupsize.
The terminologyis adoptedfrom [19].

Marking: This schemds a batchingvariantof a well-known
protocol, LKH [23]. LKH improves over Key-Star by using
not only pair-wise sharedkeys with eachmembey but also
subgroupkeys when performinga rekey operation.By using
sub-groupkeys to encryptthe new group key, the encryption
costatthe sourceis signi cantly reduced.The sub-groupkeys
are not known by the membersthat left, so the approacthas
similar security propertiesas in the casewhen group keys
were encryptedusing pairwise keys. The keys are organized
in a key tree where the root correspondgo the group key,
the intermediatekeys to subgroupkeys andthe leavesto the
pair-wise keys betweenthe sourceand each member LKH
achieveslogarithmic broadcassize and computationakost.

Theprotocolin [19] andsubsequentlye ned in [20], which
we refer to as Marking, appliesbatchrekeying for the LKH
algorithm.As severalgroupchangesnayhave occurredduring
arekey period,the algorithmspeci eshow thesechangewill
be applied to modify the key tree. We chosethis scheme
over LKH, given the bene ts of batchingin reducing the
computationand communicationoverhead.

B. ResilientKey DisseminationStrategies

The straight-forvard approachto integratekey management
algorithmsin an overlay systemis to usethe existentoverlay
datadelivery structureto disseminaterekey messages-ow-
ever, while applicationscan tolerate lossesin data paclets,
lossesin rekey paclets can be more severe. Thus, it is
necessaryo employ explicit mechanism$o enhanceesilieny
of key delivery. Our focus is on minimizing loss of rekey
paclets ratherthan perfectreliability — occasionalossescan
be handled through recorery mechanismssuch as having
nodescontactothermembers.

While reliable key disseminatioris a challengingandwell-
studiedproblemin the contet of IP Multicast, the problem
canbe considerablysimpli ed with overlaysby usingreliable
transportprotocols(e.g. TCP) in eachhop of the overlay key
disseminatiorstructure.However, perhop reliability may not
sufce to achieving end-to-endresileny of key delivery, as
lossesmay occurwhenthe overlay is in a transientstate.

With this view, we implementedand evaluated several
schemedor distributing rekey messages:

NaiveUnicast The new key is distributed by the sourceto
eachrecever individually usinga TCP connection.Note that
only the keys that the particularrecever needsare included.
This algorithmis usedas a base-linefor comparison.

Tree-TCR Tree-UDP. The overlay multicasttree involved
in datadisseminatioris usedfor key disseminationKeys are
transmittedusing TCP in eachhop for the Tree-TCPscheme,
and using UDP for the Tree-UDPscheme.

Tree-Unicast We introducethis schemeto handlecornver
genceissueswith overlays. We provide the motivation and
detailsin SectionV-B.1.

C. Key and Data DisseminationCoupling Strategies

Using the existing overlay data delivery structurefor key
disseminatiorhasthe lowestlevel of compleity. We referto
sucha schemeas Coupled-DataOptimizedHowever, with this
stratgyy, the distribution of key messagegan be suboptimal
and involve higher overhead.For example, Figure 1.a shavs
an LKH key-tree. is the group key, and are sub-
groupkeys. The keys at the leaves of the tree (squareboxes)
arepairwisekeys of users , and , With the
source.lf groupkey  changesin orderto be distributed, it

is encryptedwith the subgroupkeys and , resultingin
messages and . Notethat is of interest
to and , while is of interestto users and

. Figure 1.b shows a possiblestructureconstructedby a
Coupled-DataOptimizedcheme.In this casethe sourcehas
to sendmessages (grey key) and (black key)
to all its children even thoughthey may not needthe keys.
This is becausehe sourcedoesnot have completeknowledge
of wherenodesthat requirea key are locatedin the overlay
structure.

An alternatve approachis to use the same overlay to
disseminatedata and keys, but to optimize the overlay for
key distribution, asproposedn recentwork [21]. We referto
sucha schemesCoupled-KyOptimizedIn this approachthe
key disseminationireeformedby the groupmemberamatches
thelogical key treebuilt by LKH in orderto sendkeys justto
the nodesthat may needthem.For example,Figure 1.c shovs
a structureoptimized for key disseminationfor the key tree
in Figure 1.a. The structureis carefully optimized suchthat
anintermediatenodewill receve a key from its parentif and
only if the nodeor at leastone of its descendantseedsthe
key. In this example message (grey key) is required
for usersin the subtreerooted at and message
(black key) is requiredfor usersin the subtreerootedat

Therefore the sourcewill send only to user and



Fig. 1. a)An LKH keys tree.b) An overlay structureoptimizedfor datadelivery. Intermediatenodesare positionedby their network characteristicsNew
keys are sentto all nodes.c) An overlay structureoptimizedfor keys delivery. Intermediatenodesare positionedby their ID. New keys are sentonly to

nodesthat needthem.

only to user . We refer the readerto [21] for
implementationdetailsof the scheme.

While Coupled-kKyOptimizedmay reducerekeying over
head,we hypothesizehatit cansigni cantly impactapplica-
tion performanceandmorecritically canviolatethe saturation
degree of nodeswhen bandwidth demandingbroadcasting
applicationsare consideredIn heterogeneoubandwidthen-
vironmentsthat may involve hostsbehind DSL and Ethernet,
the saturationdegreeof a nodein a datadisseminatiortreeis
constraineddy the physicaloutgoingaccesandwidthof the
node.A schemdik e Coupled-kKeyOptimizeddoesnot take into
accountthe physical outgoing accessbandwidth limitations.
Nodescloserto the sourcewill tendto have alarge numberof
children,irrespectve of physicalaccesdandwidthconstraints.

To addressthe problem,we introduceand explore a third
stratgyy, referredto asDecoupledwhich usestwo specialized
disseminatiorstructuresone for dataand one for keys. Intu-
itively, such an architecturehas the advantageof providing
goodperformancdor datadelivery andreductionin overhead
to diseminatekey messagesThe dravbackin this caseis that
the sourcemust maintaintwo structuresinsteadof one, and
hencethereis additionalcompleity andoverheado maintain
an extra structure.

IV. EVALUATION GOALS AND METHODOLOGY

Our evaluationis driven by several goals

Reliable Key Dissemination:(i) Whatis the impact of key
managemendlgorithmson applicationperformanceiventhat
a lossor delay of keys canpreventa hostfrom beingableto
decryptdata?(ii) How doesthe choiceof mechanisnfor key
transporimpactperformancefiii) How effective areprotocols
for perhop reliability for key distribution in enabling end-
to-end reliability of key dissemination?(iv) What are the
additional overheadsincurred in terms of computation(en-
cryptions)and communicationwhen mechanismdor reliable
key disseminatiorare introduced?

Key and Data Coupling: (i) Whatis the impacton applica-
tion performancewith the Coupled-KeyOptimizedapproach?
(i) How signi cant is the reductionin key dissemination
overheadwith the Decoupledapproach?Doesthis reduction
outweighthe additional overheadsof maintainingtwo struc-
tures?(iii) How sensitve arethe resultsto thetracesandrekey
period, and are the bene ts signi cant underreal work-loads
of interest?

A. PerformanceMetrics

Our evaluationsconsiderthe following metrics:

Decryptable Ratio: We considerthe fraction of the raw
bandwidthobtainedusing overlay multicastthat can be suc-
cessfullydecryptedby a recever. The raw throughput,or the
throughputa receiver seesin the absencef key management,
is boundedby the sourcerateanddependn the performance
of the underlyingoverlay multicastsystem.

Communication Overhead: We considerthe total band-
width of all control messagesentor received by the source
arising due to key managementDependingon the partic-
ular context, we also consideroverheaddue to other con-
trol messsagessuch as the overheadof the base overlay
multicast systemitself. Our evaluationsonly focus on the
communicationoverheadof the source,and do not consider
theoverheadatinternalnodes Giventhatoverlaybroadcasting
is abandwidthconstrainedipplicationandthe bursty natureof
batchrekeying, we considerboth average overheadand peak
overhead.

Computation Overhead: We considerthe numberof en-
cryptions per second,as well as the numberof encryptions
conductedevery rekey period.

B. EvaluationMethodolagy

To answerthe questionslisted above, we have conducted
a detailed evaluation of various key managemenschemes
implementedn an operationalbroadcastingystemdeployed
on the Planetlabtestbed We performedexperimentson Plan-
etlabby emulatingtracesfrom real broadcaseventsthatwere
conductedusing applicationend-pointoverlay multicast[15].
The tracescapturebandwidth-resourceonstraintsof nodes,
as well asinformation regarding user dynamic patterns.We
emulatedthe traces,by having eachclient in a trace execute
on a Planetlabhost. Further given that the peak number of
clientsin thetraceswe useis muchlargerthanthe numberof
Planetlabnodes,multiple simultaneouslyparticipatingclients
in the traceare mappedonto the samePlanetlabnode.

Our experimentsare conductedwith a streamingvideorate
of 420Kbps — the value used with the deployment of an
operationakystembasedon overlay multicast[15]. This also
representgypical media streamingratesin real settingslike
[24], [25]. We use the outgoing bandwidth information of
clientspresentn thetrace,normalizeit to the sourcerate,and



TABLE |
CHARACTERISTICS OF TRACE SEGMENTS USED.

[ Event [ DegOor1 [ Deg 6 [ PeakGrp.Size [ Joins [ Leaves |
Confeencel | 33% 67% 42 8 9
Confeence2 | 62% 38% 62 71 63
Portal 65% 35% 107 184 179
Competition | 54% 7% 116 110 75
Rally 37% 12% 252 148 149

obtain a degreefor the client in the corresponding?lanetlab
instantiation.We assumea maximum degree of a client is

six, which correspondsto the settings used in operational
deploymentsreportedin [15]. We directly usethe samegroup
dynamicspatternasin the traceto drive the experiment.

To ensurethatwe do not placean unduebandwidthdemand
on Planetlabnodes,we do not map more than three clients
onto a Planetlabnode.We also seekto maintainthe invariant

where is the numberof clientsin thetrace
mappedo a Planetlabnode , s the degreeof theclientin
the underlyingtrace, is the maximumoutgoingbandwidth
of Planetlabnodes,and is the sourcerate.

As eachof thetracedastsfor severalhours,it is notfeasible
to emulateeachof them entirely on Planetlab Consequently
we emulatetwenty minute segmentsof the trace.The clients
alreadypresentin the trace at the start of the sggmentjoin
in a burst over the rst two minutes,then follow join/leave
patternsexactly asin the tracefor the next twenty minutes.

Our evaluationshave considereda rangeof rekey periods
and studiedperformancesensitvity to this parameter

C. Trace Characteristics

Tablel summarizeshe detailsof the tracesegmentsusedin
our evaluationsWe usedsegmentsof tracesfrom ve different
broadcastsConfeenceland Confeence2are broadcastof
conferencesPortal refersto a broadcastonductedo a web
portal, Competitionis a broadcasbf a sportsevent,and Rally
refersto a broadcastbof an electioncampaign.The rst two
columns shav the constitution of hosts by presentingthe
percentagef hostsassigned low degree(degreeO or 1), or
a high degree (degree6). For the Confeencel Confeence2
and Portal tracesthesearethe only two cateyoriesof nodes,
however for the CompetitionandRally traces therearenodes
with intermediatedegreeaswell. The table also presentghe
peak size seenin the trace sgment. The last two columns
provide a senseof the group dynamicsin the trace segments
by presentingthe number of joins and leaves that occur
during that seggment. Our evaluation study usesthe Rally
trace sgmentas the default, as it hasthe largestpeaksize,
signi cant node dynamics,and signi cant heterogeneityin
node constitution. The Portal trace segment is interesting
in that while it has a smaller peak size, it has the highest
churnrate with maximumgroup changesn the period. The
Confeenceland Confeence2trace sggmentshave smaller
groupsizes.While the Confeence2segmenthasa signi cant
rate of nodedynamics,Confeencelis muchlessdynamic.
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Fig. 2. Avg. encryptionsper rekey event with Marking for various rekey
periods.Eachgroup of barscorrespondgo a differenttrace. The ®rst barin
eachgroupis the averagegroupsize.

V. RESULTS

We presentresults from our evaluations of an overlay
multicastsystemon Planetlab,using the key managemenal-
gorithmsanddisseminatiorstructuregiscussedn Sectionlll.
We rst discussthe choice of rekey periodin SectionV-A.
Next, we evaluatemechanismdor reliable key dissemination
in SectionV-B. Finally, in SectionV-C, we presentresults
for several stratgjiesfor couplingdataandkey dissemination.
Unlessotherwisespeci ed, for eachexperimentand for each
point in every graph,we have conducted5 runs and plotted
the meanand standarddeviation.

A. Choiceof Reley Period

One importantparameteiin our experimentsis the choice
of therekey period(de ned in Sectionlll-A) for the Marking
algorithm.While a low rekey periodresultsin frequentrekey-
ing and potentially high overheadthe advantagef Marking
diminish comparedo Key-Starat higherrekey periods.With
the Marking schemewith higherrekey periods,the numberof
encryptionsper rekey event canbe ashigh as
where is the numberof keys changedduring a rekey and

is the degree of the LKH tree. The number of
encryptiongequiredon arekey operatiorfor Marking depends
on the dynamicsof the trace,the length of the rekey period,
andwhich userdeave. In contrastfor Key-Star, the numberof
encryptionss , Wwhere s the groupsize,independent
of the frequeng with which rekey eventsare conducted.

Basedon the above insight, Figure 2 compareghe perfor
manceof Marking and Key-Star in terms of the number of
encryptionsper rekey event for varioustracesand multiple
rekey periods.In eachgroupof bars,the rst barrepresentshe
numberof encryptionsper rekey eventfor Key-Star, which is
independenbf the rekey periodandsimply the averagegroup
size of that trace. The other 4 bars representhe number of
encryptionsper rekey eventfor Marking for periodsof 5, 30,
60 and 300 secondsFor all tracesthe numberof encryptions
per rekey event with Marking increaseswith higher rekey
periods.For a rekey period of 300 secondsthe bene ts of
using Marking over the naive Key-Star are small for mary
traces,and there is almost no benet for the Portal trace.
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Becauseof theseresults, the rest of the experimentswith
Marking focus on rekey periodsof 60 secondsand smaller

B. ResilientKey DisseminationStrategies

In this section,we considerdifferent stratgies for reliable
key disseminationWe rst shav theimpactof key losson ap-
plicationperformancelNext, we showv applicationperformance
achieved when perhop unreliable and reliable protocolsare
usedfor key dissemination.Then, we considercorvergence
propertiesof overlaysasa way to furtherimprove end-to-end
resilieny of key delivery. Finally, we presentthe overhead
incurred by incorporatingresilient key disseminationin an
existentoverlay broadcastingystem.

To appreciatethe impact of the loss of rekey paclets
on applicationperformancegonsiderFigure 3 which depicts
the performanceof a userwhen Tree-UDP is usedfor key
disseminationThe X-Axis representsime, while the Y-Axis
depictsthe bandwidththe userrecevesand candecrypteach
second.For comparisonthe negative Y-Axis shows the raw
bandwidththe userreceiveseachsecond We notethatthough
the sourcerate is x ed, the data obtainedby recevers can
be bursty. Each vertical line in the upperhalf of the graph,
correspondso thetime whenarecever obtainsarekey paclet
containinga new group key. For the scenarioin Figure 3,
the node missesthe new group and subgroupkeys in the
rst rekey event after it joins. Consequentlyit is unableto
decryptkeys until 187 secondsater Interestinglytheimpulses
shav that the nodekeepsperiodically receving new versions
of the group key in the intervening period — however it is
unableto decryptthe keys sincethat requiresa subgroupkey

100

Connection time

Percentage of Hosts

. . . . . .
0 2 4 6 8 10 12 14
Connection Time(second)

Fig. 5. ConnectionTimesfor hostsin the overlay system

which the nodedoesnot possessTherecovery at 187 seconds
occurs becausethe subgroupkeys the node was missing,
have changedand have beensent from the sourceand the

noderecevesthosekeys successfullySimilarly, the loss of a

subgroupkey preventsthe node from being able to decrypt
new group keys anddatain the period 247-307.

Figure 4 shavs the DecryptableRatio achieved with Tree-
TCP, and Tree-UDPIif a rekey period of 60 secondss used.
We make two obsenations.First, the performancewith Tree-
UDP is poor. Using perhop UDP resultsin loss of rekey
pacletswhich preventsthe nodefrom decryptingraw datait
may receve. Second,Tree-TCPdoesmuch betterthan Tree-
UDP with DecryptableRatio greaterthan 0.97 for over
of the nodes,ndicatingthatuseof TCP for key dissemination
can have signi cant bene ts. Figure 4 also shavs the Tree-
Unicastschemewhich we discussnext.

1) Overlay Corvergence: Figure 4 shaws that thereis a
tail, andsomenodesdo not performwell. Our analysisreveals
the primary reasonfor the tail is that when a nodejoins the
group, or is disconnectedecausets parentleft the group, it
may be disconnectedrom the overlaytreefor a certainperiod
of time. During this time, the nodeis unableto receve dataor
keys distributed along the tree. While the impact of missing
datais relatively minor if reconnectiontimes are small, the
impact of missinga key canbe more signi cant. We refer to
the time that a nodetakes to join an overlay multicasttree,
or reconnectwhen a parentleaves as the ConnectionTime
Figure5 plots a CDF of the ConnectionTime of nodesin the
ESM overlay multicastsystem.Over of thenodeshave a
ConnectionTime of lessthan5 secondsthoughthis canbe as
high asabout10-12 secondsn somecasesConnectionTime
is a concernwith both node joins and departuresFor node
departuresthe problemis partially amelioratedbecauseover

of nodesthat departdo not have children,andthustheir
leave doesnot have an impacton other nodes.

To addressthe problem for node joins, we introduce a
heuristic called Tree-Unicast The approachis similar with
the Tree-TCPscheme,where the LKH keys that have been
modi ed are disseminatedisingthe overlay tree.In addition,
for nodesthat have recentlyjoined, the sourcesendsthemthe
keys directly by usingunicast.The time for which the source
disseminateskeys via unicast dependson the Connection
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Time of the underlying overlay protocol. Given that typical
ConnectionTime valuesare of the order of seconds,
andrekey periodswe considerarelonger, we simply have the
sourcedirectly unicastpacletsto nodesthatjoined during the
last rekey period.Figure 4 shaws the DecryptableRatio with
Tree-Unicast We note this doesachiere better performance
than Tree-TCPand helpsimprove the performanceof the tail.

Figure 6 considersthe performancewith Tree-Unicastob-
tained with the entire set of traces. Each group of bars
correspondgo a differenttrace. For eachgroup, there are 2
bars, oneindicating the performanceat a rekey period of 30
secondsandthe otherindicating performanceat rekey period
of 60 secondsEachbarrepresentshefraction of receversfor
which the DecryptableRatio is greaterthan for a given
trace and rekey period. For a rekey period of 30 seconds,
over of recevers seea DecryptableRatio greaterthan

. If arekey periodof 60 secondss used,the performance
resultsare even stronger with over of recevers seeing
a Decryptable Ratio greaterthan for all traces.The
performanceis better with a higher rekey period because
it decreaseghe probability of a node departurehappening
shortly beforea rekey event.

2) Communication Overhead: While Tree-Unicast im-
proves the performanceof Tree-TCR it places additional
overheadon the sourcebecausef keys unicastedo the nodes
that join sincethe last rekey. Figure 7 shaws the additional
averageoverheadincurred with key managemenalgorithms
by measuringll controltraf c relatedto key managemergent
or recevedby thesource averagedacrosgshe sessiorduration,

for theRally trace.Eachgroupof barsdenotes differentrekey
period, while the three bars denoteNaiveUnicast Tree-TCR
and Tree-Unicast

There are several points to note from Figure 7. First, for
all schemesthe overheaddue to key managementlecreases
whenthe rekey periodincreasesThis is expectedsincerekey
operationsare conductedessfrequently Secondthe bene ts
of Tree-TCPare more visible for lower rekey periods.For
example, for a rekey period of 5 seconds,Tree-TCPlowers
the overheaddue to key managemenfrom 16 Kbps with
NaiveUnicastto about 4 Kbps. For rekey periods of 300
secondshoth NaiveUnicastand Tree-TCPincur overheadf
lessthan1Kbps.Finally, theadditionaloverheadncurredwith
Tree-Unicasts smallandthe schemestill haslower overhead
than NaiveUnicast

We have repeatedhe overheadmeasurement®r all traces.
Acrossall traces,while Tree-Unicastincurs higher overhead
as comparedto Tree-TCR the overall overheaddue to key
managemenis acceptableand rangesfrom Kbps for
rekey periodsof 30 and 60 secondsWe omit the resultsdue
to lack of space.

While theseresultsfocus on the averageoverheadsit is
importantto also considerthe peakoverheadsandthis forms
the focus of the next section.

C. Key and Data DisseminationCoupling Strategies

Our evaluationsso far have focusedon using the exist-
ing datadelivery structurefor constructingoverlays.In this
section,we evaluatethe bene ts of optimizing the overlay
for key disseminationand decouplingkey and data dissem-
ination structures.We considerthe Coupled-DataOptimized
Coupled-KyOptimized and Decoupled stratgies discussed
in Sectionlll-C. Our Coupled-DataOptimizedchemesimply
refersto the Tree-Unicastschemeintroducedin the previous
section- the new termis usedfor notationalcorvenienceOur
implementatiorof the Coupled-kyOptimizedschemefollows
the recentproposalin [21], as discussuedn Sectionlll-C.
For the Decoupledschemepur implementatiorusesESM for
data delivery and a key-optimized structureaugmentedwith
reliable disseminatiormechanismgor key delivery.

We begin by evaluatingthe feasibility of usingthe Coupled-
KeyOptimizedstrategy for delivering datafor bandwidthde-
mandingbrodcastingapplicationsusing simulations We shov
the strat@y violatesthe saturationdegreeand physicalband-
width constraintsof nodes. The rest of the section then
focuseson comparisondbetweerthe Decoupledand Coupled-
DataOptimizedstratgies.

1) Feasibility of Coupled-keyOptimized Figure8 presents
resultsfrom a simulationstudy of the Coupled-kyOptimized
schemeconductedusing the Rally trace. Each group of bars
correspondo nodesat a particularforwarding level in thetree
producedby Coupled-KeyOptimizedThe sourceis at forward-
ing level 0, its direct childrenat level 1, andso on. For each
forwarding level, three bars are shovn correspondingo: (i)
the averagenumberof childrenin the Coupled-kKeyOptimized
structurefor nodesat that level; (ii) the averagesaturation
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Fig. 9. Overheadper secondat the sourcewhen mantaining Coupled-
DataOptimizedand Decoupledstructures(An offset includedin X axis to
clearly readthe graph),for Rally traceandrekey period 60 seconds.

degree(maximundegreeimposedby nodeout bandwidth)for

nodesat that level; and iii) the fraction of nodesat that level

which have more children than permittedby their saturation
degree.As canbeseenfrom the gure (third bar),100%of the

nodesatforwardlevel 1 and2, and35.4%o0f thenodesn level

3 are violating their saturationdegree. The averagenumber
of children (rst bar) exceedsthe averagesaturationdegree
(secondbar) for levels 1 and 2, and exceedsthe maximum
saturationdegreeary nodehasin our experimentsfor level 1.

Theseresultsindicatethatit is not feasibleto usethe Coupled-
KeyOptimizedstratgyy for bandwidth-demandingpplications.
The reasonis thatthe goal of matchingthe disseminatiortree
with thelogical key treebuilt by LKH is at oddswith the goal

of honoringthe heterogeneouaccesdandwidthconstraintof

participatingnodes.

2) Bene ts of Decoupled Given the feasibility concerns
with Coupled-KeyOptimizedthe restof the sectionfocuseson
Decoupledand Coupled-DataOptimizedtratayies. Sinceboth
stratgyiesemploy the sameESM overlay for datadistribution,
we expect the application performanceto be similar, and
our comparisongrimarily focus on the overheadsnvolved.
Figure9 shavs the overheador thetwo schemessafunction
of time for the Rally traceand a rekey period of 60 seconds.
The overheadis sampledevery secondand considersall
control messagest the source,including those due to key
managementnd maintenanceof the overlay dissemination
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Fig. 10. Peakoverheadof Decoupled®rst bar) andCoupled-DataOptimized
(secondbar) with varioustracesfor rekey period 60 seconds.

structuresWe have addedan offset on the X-Axis to Decou-
pled curve for clarity of readingthis gure. Both curves see
periodic spikes correspondingo rekey events.Both schemes
have similar overheadsin the time rangesbetweenrekey
events, but the overheadat the rekey event is reducedfor
Decoupled

Figure 10 studiesthe schemesacrossthe completeset of
traces.The gure shaws the peak communicationoverhead
incurred with Decoupledand Coupled-DataOptimizedvith
a rekey period of 60 secondsand for various traces, by
samplingoverheadat every secondafterthe rst rekey period
and identifying the peakvalue. The overheadduring the rst
rekey periodis not consideredsince the systemis not in a
steady state at that time. Each group of bars corresponds
to a differenttrace. The rst barin eachgroup is the peak
overheadincurred with Decoupled and the secondbar the
peak overheadwith Coupled-DataOptimizedEach bar con-
sistsof variousoverheadcomponentskey messages;ontrol
messagedor data-delery structure,and control messages
for keys-delvery structure with Decoupled We male two
obsenations: rst, for all traces,the overheadof key mes-
sages incured with Decoupledis reducedby between
to of that incurred with Coupled-DataOptimizedThis
is expectedsince Decoupledusesa separateoptimizedkeys-
delivery structure.Second,for all traces,the total overhead
incurred with Decoupledis reducedby between and

of that incurredwith Coupled-DataOptimizecHere for

somesmall-sizedand less dynamictraceslike Conferencel,
the reductionin total overheadmade by Decoupledis not
S0 signi cant as in key messagesThe main reasonis that
for thosetracesthe overheadof maintainingthe data-delery
structureis signi cant, soreducingonly key messagesannot
reducethe total overheadgreatly Another reasonis that for
Decoupledthereis an additionaloverheadof maintainingthe
separateékeys-delivery structure However, for largerandmore
dynamic traceslike Rally where overheadof key messages
is the major component,the reductionin total overheadis
still signi cant. We alsoperformedexperimentswith the Rally
tracefor a rekey period of 300 secondsand the reductionin
peak overheadof DecoupledversusCoupled-DataOptimized
is even more signi cant.

Overall, these results shov that the reduction in peak



overheadsdue to key disseminatiorwith the Decoupledap-
proachcanoutweighthe overheadf maintaininganadditional
structure.Further thesebene ts may be realizedwhile still
honoringphysicalacces$pandwidthconstraintsandachiesing
good applicationperformance.

ing

1

V1. SUMMARY AND CONCLUSIONS 5

While key managemenalgorithms have beenwidely ex- 2

plored in the past, most prior work was conductedin the [3l]
context of IP Multicast. In this paper we study the unique
opportunitiesandchallengesvhenincorporatingkey manage-

mentschemesn an overlay architecture Speci cally: (4]
We presenthe rst studyof key disseminatiorschemesvith

overlaysthatinvolvesimplementationperformancesvaluation  [5]

in real Internetervironments,and which usesreal tracesof
join/leave dynamics.We show resultsfrom key management
schemegKey-Star and Marking) and key distribution strate-
gies (NaiveUnicast Tree-TCR Tree-UDPR and Tree-Unicas},
deployed on the Planetlabtestbedand evaluatedwith real [7]
join/leave dynamicsfrom previous operationaldeployments
(TableI). Prior work in this space[21], [22], hasrelied on
analysisor simulationswith syntheticworkloads.

We conductthe rst study of resilient key dissemination
using overlays. While reliable key disseminationhas proven
challengingin the contet of IP Multicast, we showv that it
canbe signi cantly simpli ed in the overlay contet through
useof TCP to ensureperhop reliability. For the Rally trace
and a rekey period of 60 seconds, of recevers seea
DecryptableRatio greaterthan whenusingperhop TCP
Perhop reliability is by itself insufcient to ensureend-to-
end reliability due to transientconditionsthat may occurin
theoverlay. We shaw thatit is feasibleto improve performance
if the corvergencepropertiesof overlaysare consideredand
proposelree-Unicast We obsene that for the Rally traceand
60 secondrekey periods,with Tree-Unicast of recevers
seea DecryptableRatiogreaterthan ascomparedo
of recevers for the Tree-TCPscheme.A detailed study of
sensitvity to several tracesand rekey periodssupportthese
results.

We studythe potentialof a decoupledarchitectureghat uses
two specializeddisseminatiorstructurespnefor dataandone
for keys, comparedo coupledarchitecturesn which the same
structureis usedfor disseminatingboth data and keys. We
shaw that Coupled-DataOptimizethcurshigh peakoverheads
associateavith key disseminationandCoupled-KyOptimized
(recently proposedin [21]), violates the physical access
bandwidth constraints of nodes for bandwidth-demanding
broadcastingapplications.With Decoupled physical access [21]
bandwidth constraintsare honored. Further the reduction [22]
in peak overheadsdue to key disseminationoutweighsthe
overheadof maintainingan additionalstructure For the Rally
traceand60 secondsekey period,Decouplededuceshepeak
overheadd4%in comparisono Coupled-DataOptimizedhile
the averageoverheadsare comparable.

Our future work involves extending our resultsto deploy-
mentswith real users.In addition, we will explore ways to

(6]

(8]

El

[10]

[11]

[12]

[13]

[14]

[15]

[16]
[17]

(18]

[19]

[20]

(23]

[24]
[25]

minimize peakoverheadsandreducethe costsof incorporat-

con dentiality in extremely large-scaleoverlay multicast

groups.

REFERENCES

Y. Chu, S. G. Rao,andH. Zhang,“A Casefor End SystemMulticast;

in Proceedingof ACM Sigmetrics June2000.

P. Francis,“Yoid: Extendingthe InternetMulticast Architecture, Apr.

2000.

J. Jannotti,D. Gifford, K. L. JohnsonM. F. Kaashoek.andJ. W. O.

Jr, “Overcast: Reliable Multicasting with an Overlay Network,” in

Proceeding®f the Fourth Symposiunon Opeiating SystenDesignand

ImplementationOSDI), Oct. 2000.

D. PendarakisS. Shi, D. Verma,and M. Waldwogel, “ALMI: An Ap-

plication Level Multicast Infrastructure, in Proceedingf 3rd Usenix
Symposiunon Internet Technolagies & SystemgUSITS) March 2001.

K. Sripanidkulchai,A. Ganjam,B. Maggs,and H. Zhang,“The Fea-
sibility of SupportingLarge-ScaleLive StreamingApplications with

Dynamic Application End-Points, in Proceedingoof ACM SIGCOMM

2004.

S. Banerjee B. Bhattacharjeeand C. Kommareddy“ScalableApplica-

tion Layer Multicast, in Proceedingoof ACM SIGCOMM Aug. 2002.

M. Castro, P. Druschel, A. Kermarrec,A. Nandi, A. Rowstron, and
A. Singh, “SplitStream:High-bandwidthContentDistribution in Coop-
eratve Environments, in Proceedingf SOSPR 2003.

M. Castro,P. Druschel,A. Kermarrec,and A. Rowstron, “Scribe: A

Large-Scaleand DecentralizedApplication-Level Multicast Infrastruc-
ture} in IEEE Journal on SelectedAreasin Communications/ol. 20

No. 8, Oct. 2002.

D. Kostic, A. Rodriguez,J. Albrecht, and A. Vahdat, “Bullet: High

BandwidthDataDisseminatiorUsingan OverlayMesh? in Proceedings
of SOSPR 2003.

J. LiebeherrandM. Nahas, Application-layerMulticast with Delaunay
Triangulations, in Proceedingof IEEE Globecom Nov. 2001.

V. PadmanabhanH. Wang, P. Chou, and K. Sripanidkulchai,Dis-

tributing StreamingMedia ContentUsing Cooperatie Networking; in

Proceedingf NOSSBY, May 2002.

S. RatnasamyM. Handlg, R. Karp, and S. Shenler, “Application-

level Multicast using Content-Addressabléletworks; in Proceedings
of NGC, 2001.

W. Wang,D. Helder S. Jamin,andL. Zhang,“Overlay Optimizationsfor

End-hostMulticast; in Proceedingsof Fourth International Workshop
on Networled Group CommunicatioNGC), Oct. 2002.

S. Q. Zhuang, B. Y. Zhao, J. D. Kubiatavicz, and A. D. Joseph,
“Bayeux: An Architecturefor Scalableand Fault-TolerantWide-Area
DataDisseminatiori, in Proceedingsf NOSSRV, Apr. 2001.

Y. Chu,A. Ganjam,T. S.E. Ng, S. G. Rao,K. SripanidkulchaiJ. Zhan,

and H. Zhang, “Early Experiencewith an Internet BroadcastSystem
Basedon Overlay Multicast, in Proceedingsof USENIX June2004.

“Tmeshbroadcassystent, http://warriors.eecs.umich.edmeshfmeshvhtml.

X. Zhang,J. Liu, B. Li, and T.-S. P. Yum, “DONet/CoolStreamingA
Data-drven Overlay Network for Live Media Streaming, in Proceed-
ings of IEEE INFOCOM 2005.

D. Wallner E. Harder and R. Agee, “Key Managemenfor Multicast:
Issuesand Architecture$, RFC 2627,June1999.

X. S.Li, Y. R. Yang,M. G. Gouda,andS. S. Lam, “Batch rekeying for
securegroupcommunications,in Proceeding®f thetenthinternational
confeenceon World Wide Weh.  ACM, 2001, pp. 525+534.

X. Zhang,S. Lam, D. Lee,and Y. Yang, “Protocol designfor scalable
and reliable group rekeying,” IEEE/ACM Transactionson Networking
vol. 11, no. 6, Dec. 2003.

X.B.Zhang, S.S.Lam,and H.Liu, “"Ef ®cient Group Rekeying Using
Application Layer Multicast”; in Proceedingof IEEE ICDCS 2005.
C. Abad and I. Gupta, “’Adding con®dentiality to application-lgel
multicast by leveraging the muticast overlay”’ in "Proceedingsof
|IEEE 4th InternationalWborkshopon AssuanceDistributed Systemsind
Networks(ADSN)”, 2005.

C. K. Wong, M. G. Gouda,andS. S. Lam, “Securegroup communica-
tions usingkey graphs, Transactionson Networking vol. 8, no. 1, pp.
16+30,2000.

“Akamai Technologies|nc.” http://wwwakamai.com.

“Inktomi,” http://wwwinktomi.com/.



