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Abstract— In this paper we identify a major security vul-
nerability in distrib uted systems: compromised clients under
adversarial control can use the system within their authorized
accessrights and authenticated channels to deliberately insert
incorr ect data. A signi�cant problem is that when a malicious
client insider is discovered, it is hard to quickly assessthe scope
of the damage,and identify corrupt and suspectedupdates.

WeproposeAccountability Graph, a mechanismthat canassist
applications in coping and recovering fr om such attacks. The
tool provides accountability enforcement and causality tracking
of updates and their dependencies.Upon detection of incorr ect
data (e.g. by an external intrusion detectionmechanismor human
assessment),the Accountability Graph will quickly classifyall up-
datesin the systemaseither corrupted, suspectedor not affected.
The practicality and usefulnessof the approach is demonstrated
based on the requirements of thr ee differ ent applications: an
open source software development project, a military common
operation pictur e application, and a national emergencyresponse
system. The Accountability Graph can also be used for risk
assessmentand vulnerability analysis with respectto the above
attack.

I . INTRODUCTION

Many distributed services are implementedfollowing a
modelwherea setof serversreplicatethe serviceandcoordi-
natetheir actionsto answerclient requestswhile maintaining
the consistency of the data. The most basic operationsper-
formed by clients are querying the servers or updatingdata
maintainedby the servers. Security is a major concernfor
suchsystemsthat often operateover unsecurenetworks such
as the Internet.Signi�cant work conductedin the last several
yearsto developmechanismsfor Byzantinereplication[1], [2],
[3], accesscontrol [4], [5], [6] andintrusiondetection[7], [8],
[9] provides the supportfor designingsecuredistributed ser-
vices.Speci�cally, the serversand their operatingsystemare
protectedagainstintrusions,corruptedserversaretoleratedby
runningByzantinereplicationalgorithms,accessto resources
is tightly enforcedby usingaccesscontrol mechanisms,while
client actionsaremonitoredby intrusiondetectionsystems.

Although suchsystemsmay seemdif�cult to attack, they
overlook that the weakest link is representedby the clients
(oftencommunicatingwith theserversover wirelesschannels)
andthemostcritical assetis thedataitself. Thus,veryharmful
attackscancomefrom compromisedclients,targetingthedata

correctness:One or more compromisedclients can use the
systemwithin their authorizedparametersto createor inject
incorrect inputs or updatesto someservers.The (Byzantine)
replicationalgorithmswill propagatethis information among
all servers,corruptingthestateof thesystemso that it will no
longerre�ect reality. Severalobservationsareimportant.First,
the Byzantine replication protocols running on the servers
will replicatedataalreadycompromised,so they will not be
able to addressthe attack. Second,theseincorrect updates
may not be detectedimmediately, impacting other clients
subsequentlyqueryingthe systemand basingtheir decisions
on theerroneousstate.This createsa cascadingeffect in which
further createdupdatesare also erroneousbecausethey are
basedon malicious data.Third, althoughintrusion detection
mechanismsdeployed in the systemmay eventually detect
the compromisedclients,assessingthe extent of the damage
andidentifying the othercomponentsof the systemthat were
affected,or aresuspectandneedfurther investigationis very
challengingandis not providedby the mechanismmentioned
above.

The effect of suchan attackcan be devastatingfor appli-
cationsthat are highly dependenton the correctnessof their
data.For example,in collaborative open-sourcesoftware de-
velopment(e.g.Linux), multiple individualscreateor augment
existing sourcecode.The inherentinterdependency between
softwarepackagesenablesa maliciousupdateto onepackage
to signi�cantly impact other componentsof the system.It is
important to identify the packagesthat may be affected by
corrupt codeinjectedinto the system,anddeterminethe risk
andvulnerabilitiesassociatedwith it.

Otherexamplesarecommandandcontrol informationsys-
tems,suchasthoseusedby themilitary [10] or by emergency
responsepersonnel[11]. In such systems,usersupdatethe
stateof the operationalsituation and make decisionsbased
on it. Correctnessof the data is critical, and any misleading
informationcanresult in lossof life. A maliciousinsidercan
inject authorizedyet incorrect information that may mislead
honest users and causethem, in turn, to make additional
erroneousupdates.

Our Focus and Contribution: A major problem with
securedistributed systemsis that when a malicious client



insider is discovered, it is hard to quickly assessthe scope
of the damage,and identify corrupt and suspectedupdates.
Therefore,the systemis not able to regenerateand recover
to a clean statewithout the effects of theseupdates.Based
on our experiencebuilding securereliable systems,we make
the observation that in the best case,this is consideredan
application-speci�cissue,and the systeminfrastructurepro-
vides no support in addressingit. Most of the time, this
problem is not consideredat all. The goal of this work is
to raise awarenessto this important problem and to show
how the distributed infrastructurecan assistthe application
in recoveringfrom suchattacks.Our preliminaryresultsbased
on therequirementsof threedifferentapplicationsdemonstrate
the practicalityof our solution.

We proposeAccountability Graph, a generic mechanism
that providesaccountabilityenforcementand causalitytrack-
ing of updatesand their dependenciesin a directedacyclic
graph with periodic snapshots.Upon detectionof incorrect
data, the systemtracesthe data to the corrupt updatethat
generatedit, andfrom that, the AccountabilityGraphenables
us to markall causallydependentupdatesascorruptedor sus-
pected.We markall subsequentupdatesmadeby themalicious
client thatgeneratedthecorruptedupdateascorrupt,andusea
standardgraphtraversalto identify andmarkassuspiciousall
other updatesthat recursively dependon corruptedupdates.
No less important, the systemis assuredthat all unmarked
updatesarenot affectedby the discoveredincorrectdata.Our
proposedsolutioncanuseany intrusiondetectionmechanism
(or humaninput) that will provide the initial detection.One
or several servers forming the underlyingdistributed service
candecideto maintainthegraph,thecoordinationbetweenthe
servers,including theorderingof theupdates,will ensurethat
the graphlooks the sameat eachserver. Thereis no central
authorityor point of failure,any server candecideat any time
if it will build the graphfor eventshappeningin the system.

The contributionsof the paperare:
� We identify a signi�cant attack againstdistributed ser-

vicesmountedby maliciousclientsthatdeliberatelyinsert
incorrectdatathroughauthorizedchannels.

� We proposea genericmechanism,AccountabilityGraph,
that tracks the dependenciesbetweenall of the updates
in the system.Whennoti�ed aboutcompromisedclients
or corrupt updatesby external mechanisms(suchas in-
trusiondetection,humanassessment,application-speci�c
knowledge),the Accountability Graphcan classify data
ascorrupt,suspect,or not affected.

� We demonstratethe usefulnessof our solution in three
different applications: an open-sourcesoftware devel-
opment project, a military common operation picture
application,and a nationalemergency responsesystem.
We show that the overheadassociatedwith our solution
is reasonablein thesecases.

� We presentan additional bene�t of the Accountability
Graph,namelytheability to conductrisk assessmentand
vulnerability analysiswith respectto the compromised
client attack.

The restof the paperis organizedasfollows. We presenta
descriptionof themodelconsideredin this paperin SectionII.
SectionIII presentsadetaileddescriptionof theAccountability
Graph.We demonstratethe usefulnessand feasibility of our
approachfor several applicationsin SectionIV. In SectionV
we presentthe performanceof the AccountabilityGraph,and
in SectionVI we survey relatedwork. We concludethe paper
in SectionVII.

I I . SYSTEM MODEL

We assumea generalmessage-passingsystemwhereoneor
more servers respondto requestsfrom clients. The requests
submitted by clients can be updates(write operations),or
queries(readoperations).Communicationis asynchronous.

We assumethat eachclient has a public and private key
pair. Serversknow the public keys of all clients that connect
to them.Cryptographictechniquessuchas public-key digital
signatures,messageauthenticationcodes,andmessagedigests
producedby collision-resistanthash functions, are used to
provide non-repudiation,messageintegrity andauthentication
of messages.We assumethat theadversaryis computationally
bounded such that he cannot subvert these cryptographic
techniques.

Clientscommunicatewith theserversusingsecurechannels:
the communicationis protectedfrom an external adversary
by usingencryption,all messagesareauthenticatedandcarry
integrity information which prevents an external adversary
from injecting or modifying packets.

The adversary can compromiseany number of clients,
coordinatethe attack, delay communication,modify, delete
or replay a message,or simply generateand deliberately
sendincorrect data.The adversarycannotdelay inde�nitely
correct clients. When a client node is compromised,the
adversaryhasfull control over that node,including accessto
all cryptographickeys storedon the machine.

We assumethat there are external mechanismsthat can
detectthat clients were compromisedor that they submitted
updatescontainingincorrectdata.Thiscanbedoneby employ-
ing tools suchas intrusion detectionsystems,or by having a
humanreview the dataof�ine. The intrusion detectionis not
instantaneous,i.e. clientscaninject several maliciousupdates
before they are detected.Correct clients may use affected
datain their decisions(and thereforecreateincorrectupdates
themselves) beforea maliciousupdateis detected.Thus, the
damagecausedby a maliciousupdatecanaffect futureupdates
(not necessarilymade by the malicious client), as well as
queries that will propagateincorrect information to honest
clients.

I I I . ACCOUNTABIL ITY GRAPH: DESIGN,
IMPLEMENTATION AND EXPRESSIVENESS

Based on the observations formulated in Section I, we
believe that there is a needfor mechanismsthat provide the
following:

� Corrupteddataisolation:whennoti�ed that an updateis
incorrect,the systemcanidentify the dataaffectedby it,
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and provide fast feedbackabout all other compromised
updates.

� Automatic regenerationof non-corruptedstates:allow
automaticregenerationof a view of thedatathat includes
non-contaminateddata,basedon initial informationabout
problemsthatoccurredandbuilding knowledgeaboutthe
extent of the problem.

We addresstheserequirementsby building an Account-
ability Graph,a directedacyclic graph that maintainscausal
dependency of updates,allowing dataclassi�cationin thelight
of a compromisedclient or incorrectupdate,and facilitating
automaticregenerationof a correct state.We note that the
Accountability Graph provides a useful tool to help assess
risk assumingthat speci�c participantswere compromisedat
known times, or that speci�c updateswere incorrect.Below
we describeour design,with focus on the constructionand
traversalof the causalitygraph.

A. DesignOverview

To track client updates,we constructthe causalitygraph
as follows. Every updatein the systemis uniquely identi�ed,
includestheID of its client creator, andis signedby thatclient.
Every updatealsocontainsthe identi�er anddigital signature
[12], [13] of every previous updatedirectly responsiblefor
data on which the new update depends.In addition, we
assumea standardcausal relationship where every update
dependson the previous updatecreatedby the sameclient.
TheAccountabilityGraphis maintainedsuchthateveryupdate
is a nodein the graphand there is a directedlink from that
updateto all theupdateson which it depends.Thedependency
information is usually speci�c to the application. In some
cases,dependenciesmay be introducedby clientsthemselves.
In other cases,dependenciesoccur basedon the �o w of
the application,while in the most conservative casewe may
considerthat an updateintroducedby a client dependson all
the updatespreviously reportedto that client. In this work we
do not make any assumptionaboutthenatureof dependencies.

When data is detectedas incorrect, it is traced to the
correspondingupdate.Then,by traversingthegraph,corrupted
and suspectedupdatesare marked. For example, in Figure
1(a), an updateof client C4 is found to be incorrect, and
the generatingclient, C4, is presumedmalicious.Subsequent
updatesfrom that client are marked as corrupt and all the
updatesthat dependon them are marked as suspicious,as
shown in Figure 1(b). Notice that the arrows indicate de-
pendency relations (i.e. if updateA dependson updateB ,
there is an arrow from A to B ). Therefore,the edgesin the
graph are traversedin the oppositedirection of the arrows.
The Accountability Graphcan now presentvariousviews of
the systemstatebasedon thesemarkings,andthe systemcan
regenerateits stateas neededbasedon the updatesthat are
deemedvalid. Thesystemcanconsideronly thecleanupdates,
or it canconsiderboth cleanandsuspectedupdates.

To limit the memory required for storing the causality
graphand the processingrequiredfor stateregeneration,the
systemcan use periodic posteriori snapshots.Every epoch,

for example12 hours,a snapshotof the systemstateasof 12
hoursago is calculatedandstored.This limits the processing
requiredfor stateregenerationwhen bad data is discovered,
as calculationsare performedfrom the last valid snapshot
(usuallythelastone).Of course,thelengthof theactualepoch
dependson the rateof the updatesin the system.

The pseudocodefor the operationsusedto createand tra-
versethegraphis presentedin Algorithm 1. TheSubmitUpdate
function createsa node containing the client's identity and
a unique sequencenumber. It also places the node in an
associativecontainersothatit canbefoundusingits identi�er.
The AddDependenciesfunction addsdirectededgesfrom all
of the nodesin a speci�ed list to the node speci�ed by its
identi�er. Finally, thefunctionGetSuspectedUpdatesperforms
a standardgraphtraversal,beginning at the speci�ed corrupt
node,and marks the other nodesas corrupt, suspect,or not
affected.

B. Optimizationof the AccountabilityGraph

In the algorithm describedabove, when a client submits
an update, the Accountability Graph automatically creates
an edgeconnectingthe updatebeing addedto the previous
update submittedby that client. In Figures 1(a) and 1(b),
theseautomaticallygeneratededgescorrespondto thevertical
arrows. Note that FIFO edgesare always presentin standard
network-level causalitygraphs[14]; they are a conservative
approximationto true,application-level,causality. Theseedges
arealsovital for ourAccountabilityGraph.Whenacorruptup-
dateis discovered,weassumethattheclient thatgeneratedthis
updateis maliciousandthat all subsequentupdatessubmitted
by the malicious client are also corrupt. A single traversal
beginning at the corrupt updatecan mark every corrupt and
suspectedupdatepreciselybecauseof thesevertical lines.The
FIFO edgeslink all of theupdatesthatwe assumearecorrupt.
Note that the malicious client cannotalter or remove these
edgesbecauseit is not responsiblefor generatingthem.

The algorithm we have speci�ed is simple and computa-
tionally ef�cient, but it suffers from an important problem.
Considerwhat might happenif an honestclient's updatedoes
not dependon its previous update.For example,in a military
Common OperationsPicture, a statusupdate,Us , made by
a tank about its fuel, ammunition,and position is actually
independentof thelastupdatesubmittedby this tank.Suppose
thata prior updatesubmittedby the tankwasdependenton an
updatemadeby a maliciousclient.Then,Us would bemarked
assuspectduring a graphtraversal.In addition,anything with
recursive dependencieson Us would be labeledassuspicious.
The result is a high falsepositive rate.

Before presentingour solution to this problem, we make
one important observation: If an updateof an honestclient
is compromised,future updatesintroducedby that client can
be trustedunlessthey dependon corrupteddata themselves.
Our modi�ed algorithm automaticallyadds FIFO edgesas
describedabove.However, theseedgesdonotnecessarilyneed
to be used. By default, we disable the FIFO edgesin the
directed acyclic graph so that the graph traversal will not
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Algorithm 1 AccountabilityGraphOperations

Eachnode(update)maintains:
Node

Int id // A uniqueid for this node
Int client id // A uniqueclient id
Nodedependents[]// A list of thosenodesthat aredependenton this node
Int classi�cation // CORRUPT, SUSPECT, or NOT AFFECTED

Global Variables:
Int next id = 0 //this is usedto createthe id for the Node
Int suspects[]//a list to storethe ids of suspectnodes
A Map of all nodes,indexed by the node's id

Int SubmitUpdate(Int client id )
next id = next id + 1
let n = new Nodewith id next id
addn to the A-DAG //storethe nodein a containerwhereit canbe accessedvia its id
add the last updateof this client to n.dependents
returnnext id

AddDependencies(Int dependent,Int []dependencies)
let n = nodehaving id of dependent
for eachi in dependencies

let n d = nodehaving id of i
addn to n d.dependents//this createsa directededgefrom n d to d

Int[] GetSuspectedUpdates(Int corruptnode)
clearsuspects//remove all suspectupdates
set the classi�cation to NOT AFFECTEDfor all nodes
let next = 0
let n = Nodewith id equalto corruptnode
addn to suspects
setn.classi�cation= CORRUPT
while suspects.size()> next

let p = Nodewith id equalto suspects[next]
next = next + 1
for eachc in p.dependents

if c.id is not in suspects
addc.id to suspects
if c.client id == n.client id, setc.classi�cation= CORRUPT
else,setc.classi�cation= SUSPECT

returnsuspects//return the suspects
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Fig. 1. AccountabilityGraphExample
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use them. When a corrupt updateis found, we �rst enable
only those FIFO edgesthat connect updatesmade by the
malicious client (i.e. the client that generatedthe corrupt
update).Then, a traversal is done as previously described.
Figure2 shows the samescenarioas1(b) with this optimiza-
tion; now, fewer updatesare labeled as suspect.Note that
the improvedAccountabilityGraphcanexpresswhena client
submits an update that really does dependon its previous
update.As in the original algorithm, malicious clients are
unableto alter theseedgesbecausethey do not generatethem.
We believe that this changeis importantnot only becauseit
reducesfalsepositives,but also becauseit draws attentionto
the differencesbetweenconservative, network-level causality
graphs and pruned, application-level causality graphs. By
working at the application-level and allowing clients and/or
otherdependency sourcesto specifydependency relations,we
improve the accuracy andutility of the AccountabilityGraph.

C. Enriching the expressivenessof the AccountabilityGraph

TheAccountabilityGraphconstructionalgorithmdescribed
above has limited expressiveness;the integrity of an update
dependson the integrity of all of its dependencies.If C
dependson the set f A; B g, then C is suspectif A or B is
suspect.This meansthat the integrity of C dependson A
AN D B . Expressingdependencieswith only AN D operators
doesnot alwaysadequatelycapturea dependency relation.For
example,consideran applicationwheretwo motion sensors,
Sa and Sb, cover the samearea.Supposethat both sensors
make an updatestating that there is motion in this area.An
administratorreceivesthesetwo updatesandmakesanupdate,
D , that dispatchesa securityguardto the area.The integrity
of D dependson theintegrity of Sa OR Sb. Theadministrator
is conservative andthereforewould have dispatchedtheguard
even if only oneof the sensorsreportedmotion. The original
algorithmcannotexpressthis dependency.

We increasetheexpressivepowerand,thereby, theaccuracy
of our dependency graphby introducingan OR operator. The
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basicideais shown in Figure3, which depictsthatD depends
on (A OR B ) AN D C. Note that node D contains two
numberedcells and that dependency arrows originate from
thesecells. During a graphtraversal,both numberedcells in
D mustbevisitedbeforeD is markedassuspect.If only A is
suspect,thenonly cell 1 will be visited. Similarly, if only B
is suspect,then only cell 2 will be visited. However, if C is
suspect,thenboth cell 1 and2 will be visited. In general,we
canmodify our algorithmsothat it canexpressall dependency
relationswritten using linear combinationsof OR andAN D
operations.

The OR operator enablesthe Accountability Graph to
expressdependencieson redundantsourcesof information.
In the above example, the motion sensorsprovide the same
information. If a client basesan updateon both sensors,the
update remainsunaffected even if one of the sensorswas
corrupt.This is importantbecausefault toleranceis commonly
improved by using redundancy. Therefore,the OR operator
increasesthe usefulnessof the Accountability Graph as an
of�ine analysistool. When the Accountability Graphis used
to assesssystemvulnerabilities,the OR operatorcanbe used
to show the bene�ts of strategically placedredundancy.

IV. CASE STUDIES

To demonstratethe feasibility of the AccountabilityGraph
for realapplications,we considerthreeapplicationsfor which
we believe our mechanismscan offer great bene�ts. These
applicationsare drawn from: open-sourcesoftware projects,
network-centricwarfare applications,and information access
to nationalemergency systems.

A. Collaborative Open-Source Software Projects

Many applications today rely on open source software
projects,such as Debian [15], Red Hat [16], Apache [17],
and Gnome[18]. Suchprojectsare collaborative, distributed
over several machines,and involve many participants.For
example,the Debianproject hasover 1000 registereddevel-
opersmanagingabout10000softwarepackagessupporting12
different platforms.If a critical machineis compromised,all
packagesthat passedthrough it during creationare suspect.
If a packageis compromised,any other packagesthat useit
are compromised.If a client is untrustworthy, all packages
that client was involved in are suspect.Unfortunately such
incidentsare a reality: in 2001 [19], the public server used
by the Apache Software Foundation to provide the source
coderepository, binary distribution, web services,and public
mailing listswascompromised;in 2001adeveloperintroduced
a Trojan horse in one of the Debian packages,while more
recently in 2003 Debian was again in the news [20] when
four serverswerecompromised,oneof themhostingsecurity
updates;Gnomealsowasthe targetof an attackin 2004[21].

We choseto use Red Hat software packages(RPMs) as
a representative opensourcesoftware project becauseRPMs
are widely usedand becausethe Red Hat PackageManager
contains tools for extracting dependency information. Each
RPM packagecontainsa setof capabilitiessuchasprograms,

librariesanddata,andmayrequireothercapabilitiesto already
be installedon the system.The �fteen Red Hat distributions
usingRPMscontain52,984softwarecapabilities,spanning7
years of development.The distributions we considered,the
numberof RPMs,and the numberof softwarecapabilitiesin
eachdistribution arepresentedin Table I.

Version Numberof RPMs Numberof Capabilities
RedHat4.2 458 632
RedHat5.0 482 693
RedHat5.1 523 789
RedHat5.2 573 891
RedHat6.0 645 1523
RedHat6.1 718 1691
RedHat6.2 743 2049
RedHat7.0 865 2113
RedHat7.1 1016 2918
RedHat7.2 1231 3862
RedHat7.3 1438 5715
RedHat8.0 1472 6432
RedHat9 1402 7128
RedHatFedora1 1466 7754
RedHatFedora2 1619 8804
TOTAL 14651 52984

TABLE I

RED HAT DISTRIBUTIONS

Each packageprovides one or more software capabilities
such as programs,libraries, or data.Somecapabilitieshave
many thousandsof directly or recursively dependentcapa-
bilities resulting in very complex dependency relationships.
If one of the capabilitiesis corrupt, it can potentially affect
all of the capabilitiesthat dependon it. It is very dif�cult
and time consumingto manuallyanalyzesucha systemand
determinethe set of capabilitiesthat may be affected by a
corrupt capability. The Accountability Graph automatesthis
taskand thuscanbe extremelyusefulwhencorrupt software
is discoveredanddistribution administratorswant to promptly
determinethe extent of the possibledamage.

The integrity of a software capability in some speci�c
distribution dependson the integrity of the samesoftware
capability in all older distributions.From one distribution to
the next, capabilitiesevolve slowly andsourcecodeaddedto
oneversionis generallypresentin many subsequentversions.
Supposethat a malicious programmeraddeda vulnerability
to the sourcecode of the encryptioncapability libcrypt.so.1
in RedHat5.0.Clearly, anyoneusinga capabilitythatdirectly
or recursively dependedon this versionof libcrypt.so.1could
have been affected. It is also possible that the malicious
codehaspropagatedto subsequentversionsof libcrypt.so.1in
RedHat5.1 throughFedora2. Therefore,whena compromise
of libcrypt.so.1in RedHat5.0is found,it is importantto obtain
a list of all software packagesthat dependon this versionor
on any subsequentversion.Notethatbecauselibcrypt.so.1is a
sharedlibrary, �xing all versionsof libcrypt.so.1will produce
a properly functioning system assumingthat static linking
was not used.However, we are also concernedwith �nding
any capability that may have beenvulnerableduring the time
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Fig. 4. CDFsof the percentageof capabilities(on the Y axis) having lessthan the speci®ednumberof dependentcapabilities(on the X axis).

that the encryptionlibrary was corrupt. In this example,all
capabilitiesthat dependon libcrypt.so.1may have storeddata
that is insecureand thereforeshouldbe examined.

Below, we analyzethe dependency graphgeneratedbased
on the RPM packages.EachRPM providesa setof software
capabilities.Commonly, the provided set containsonly one
capability. OtherRPMsprovide severalcapabilitiescomprised
of applications,sharedlibraries, and other software related
�les. An RPM may also require a set of capabilities.The
capabilitiesthat are provided dependon the capabilitiesthat
are required.Using thesesets,we createda mapping from
each capability to its dependencies.More precisely, in the
Accountability Graph, software capabilitiesrepresentnodes,
edgesare drawn betweenthe provided capabilitiesand those
that they require, and, even though not speci�ed in the
RPM system,developerswho createsoftware packagesare
consideredclients. For each distribution, we constructeda
list of tuples having the form: (Cn , dependenciesof Cn ).
Then, we added all of these tuples to one graph. Within
eachdistribution, there are many dependenciesand someof
thesere�ect recursive relationships.A distribution sometimes
included more than one version of a capability. When this
occurred,we determineda causal order basedon version
numberingand madea dependency chain so that the newest
versionrecursively dependedon all prior versions.We linked
theoldestversionof acapabilityin Distributionn to thenewest
versionin Distribution n-1.

After constructingthedependency graph,we rana traversal
beginning at each software capability and retrieved a list
of all dependentcapabilities. Figures 4(a) and 4(b) show
cumulative distribution function(CDF) plotsof thepercentage
of capabilities(on the Y axis) having lessthan the speci�ed
numberof dependentcapabilities(on the X axis).The �gures
differ only in the rangeshown on the y axis. We see that
about65% of capabilitieshave lessthan20 othercapabilities
thatdependon them.However, 20% have over 100dependent
capabilities,and furthermore,about 10% of the capabilities
have over 15000 dependentcapabilities.Capabilitieshaving
thegreatestnumberof dependentsinclude:“libc.so.5” (48288
dependents),“�lesystem = 1.3-1” (48901dependents),“setup

= 1.7-2” (48915 dependents)all from RedHat 4.2, and
“/sbin/ldcon�g” (49441dependents)from RedHat5.0.

The RPM dependency graph describedabove shows that,
generally, acorruptcapabilityaffectsa relatively smallnumber
of other capabilities.However, some capabilitiescan affect
many others.Therefore,theAccountabilityGraphcanbeused
to identify thecapabilitiesthatwouldcausethemostdamageif
they werecorrupted;thesecapabilitiesrepresentsystem-wide
vulnerabilities.Also note that the complex recursive depen-
dency relationsand sometimeslarge numberof dependents
make it very dif�cult to manuallyidentify suspectcapabilities
when a corrupt capability is discovered.We believe that this
case study illustrates the usefulnessof the Accountability
Graphbothasanof�ine analysistool andasanonlinedamage
assessmenttool.

B. A Military CommonOperation Picture Application

The military CommonOperationPicture(COP)application
provides a current view of the battle spacesharedby all
friendly forces,andenablesplanningandcoordinationof the
forces. The information provided by the COP may include
the location of friendly and enemy units, current level of
available suppliesand ammunition in eachunit, location of
natural and man madeobstacles,currently executedtactical
plans and future possibleplans for the different units, etc.
Authenticationand accesscontrol strictly determineswho is
allowed to view or updatedifferent parts of the operational
picture.Participantsconstantlymonitor theCOP, modify their
plans,and issuecommandsas the situationprogresses.

Such applicationsdependheavily on the fact that infor-
mation provided to the system is correct. The following
scenarioillustratesthis problem: An update,coming from a
compromisedintelligenceof�cer computer, that updatesthe
locationof anenemyunit to be3 km southof whereit actually
is. This updatewill be acceptedby the systembecausethe
intelligenceof�cer is authenticatedandis authorizedto make
it. A logistics of�cer that needsto re-supplya friendly unit,
noticesthe locationof the enemyunit accordingto the COP,
and plots a path that will avoid the enemy. This path is also
updatedinto theCOP. Theunit that is beingsuppliedselectsa
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locationto meetwith thelogisticsconvoy basedon theupdated
path. In parallel, a friendly commandounit plans to attack
the enemy unit. Once it is discovered that the enemy unit
location is incorrect, the Accountability Graph can quickly
mark the plansof the logistics convoy, the suppliedunit and
the commandounit. Theseplanswere dependentdirectly or
indirectly on the incorrect updateand will have to be re-
evaluated.

In this application,theclientsareall theparticipantsautho-
rizedto updateany partof thecommonoperationpicturestate.
The nodesof the AccountabilityGrapharethe updatesto the
state,andthe edgesof thegraphrefer to the pastupdatesthat
in�uenced the decisionto make the dependentupdate.

The Common Operation Picture application is not large
comparedwith currenthardwarecapabilities,andallows stor-
ing all the updatesthroughout the duration of a military
engagement(a few monthstime). To explore the feasibility of
the Accountability Graphto supportthis kind of application
with adequateperformance,we needto estimatethe size of
the graph. If we consider tracking about 5000 units, each
causingthe generationof aboutone updateper minute, then
over12 hoursthis scenariogeneratesabout3,600,000updates.
A snapshotof the COPstate,taken every 12 hours,limits the
requiredcalculationfor traversingtheAccountabilityGraphto
this numberof nodes.Our experimentsprovided in SectionV
indicatethat the AccountabilityGraphcanprovide an answer
in matterof secondsfor a dependency graphof this size.

C. InformationAccessfor NationalEmergencyResponseSys-
tems

The Clinicians' BiodefenseNetwork (CBN) [22], [23] is a
nationwide Internet-basedinformation exchangesystemde-
signed speci�cally for use by US-basedclinicians in the
aftermathof a bioterrorist attack. The network is managed
and operatedby the Centerfor Biosecurityof the University
of Pittsburgh Medical Center. CBN wasdesignedto facilitate
communicationand timely exchangeof accurateand precise
information among clinicians in the event of bioterrorism,
and provide practitionersaroundthe country with clinically
orientedinformationquickly enoughto guidedecision-making

Thedesignof theCBN envisionedcommunicationbetween
the network editorial staff, network contributors, and many
thousandsof network subscribers.The network data con-
tributors are highly trustedclinicians and prominentexperts
who provide critical clinical information to the network, and
commenton informationprovided by otherdatacontributors.
Several hundredclinical experts and leaderswere expected
to participateas data providers. The numberof information
updatesduring an emergency situation could reach several
thousandper day.

The Clinicians' BiodefenseNetwork architecturewas de-
signedto employ stateof theart securitymechanisms.Clinical
leaders,experts, and network administratorsneed speci�c
credentialsin order to provide information to the network.

The network must provide accurate,correct and timely
information. The potential exists for malicious users who
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Fig. 5. Traversaltime asa function of the numberof updates.

impersonatea network content contributor, e.g. by stealing
a password or �nding other ways to in�ltrate the network,
to provide misleading data that could be dangerousand
potentially life-threatening.For example,during a Biodefense
attack,an updatecanincorrectlyreport identi�ed casesin the
wrong locations,in order to createconfusionandhamperthe
responseto legitimate cases.Further updatesby other data
providers can be basedon this misleadingdata, and must
also be identi�ed and reevaluatedoncethe maliciousupdate
is detected.

In this application,the clients are the clinical leadersand
experts who provide data to the network. The nodesof the
accountabilitygraph are the messagessent on the network.
The edgesof the graph refer to the past messagesthat this
messageis in responseto.

The type of scenariosdescribedin the CommonOperation
Picture operationexist here, although the size of the CBN
stateandoverall numberof nodesin thegraphis considerably
smaller.

V. PERFORMANCE OF THE ACCOUNTABIL ITY GRAPH

The AccountabilityGraphkeepstrack of all updatesintro-
ducedinto the systemandtheir dependency on otherupdates.
It mayappearthat this mechanismintroducesanunacceptably
high overheaddueto storingandprocessingthe updates.The
goal of this sectionis to analyzethe resultedoverheadand
to show that for many applicationsit does not affect the
performancesigni�cantly.

Intuitively, thereareseveral factorsthat canaffect the time
it takes to build or traversethe graph:the numberof updates
(nodes)in the graph,the numberof clients, the depthof the
graph,and the numberof dependencies(edges)in the graph.
We implementeda simple data structurein C++ using the
STL library andconductedseveral experimentsto evaluateits
performanceasa function of thesefactors.

ExperimentSet-up: In the experimentspresentedbe-
low we make no assumptionabout the end application,and
considera randomgraph with the following structure:The
Accountability Graph is constructedbasedon time-slicesin
which updatesarecommitted.Eachupdatehasa correspond-
ing node in the graph. The nodesare organizedin a two
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dimensionalmatrix having a column for each client and a
row for eachtime slice.The graphwasbuilt andtraversedon
a Intel PentiumIV 2.8GHzcomputerwith 1GB RAM.

To initialize thegraph,all clientssubmitoneupdateat time
t0. Theseupdatesare not dependenton any other update.
At every subsequenttime-slice,all clients submit one more
update.Thus,at t1 and after, a client's updatedependson a
constantnumberof nodesin prior time-slices.This de�nes the
numberof dependenciesof that particularupdate.

In the experimentsbelow we constrainthe numberof rows
on which an updatecan depend.This is becausein practice,
only a snapshotof thedependentswill bepreserved.Notethat
the numberof rows dependedupon is an upper bound.For
example, if this numberis 20, an updatesubmittedin time-
slice t100 can dependon any updatesubmittedbetweent80

andt99, inclusive. Dependenciesareselectedrandomlywithin
the de�ned rangeof time-sliceswith uniform probability.

Numberof updates: Figure 5 shows traversaltime as a
function of the numberof updatesin the graph. The graph
traversal startsat the �rst time-slice, on the �rst updateof
the client having an identi�er equalingN=2, whereN is the
numberof clients.For this experimentwe �x edthenumberof
clientsto 20, thenumberof dependenciesto 5 andthenumber
of prior time-slicesin which nodescanhave dependenciesto
20. We observe that the traversaltime grows linearly with the
numberof updates,and that for about4 million updates,the
traversaltimetakeslessthan3 seconds.We believethatseveral
secondsresponsetime for markingpotentiallyaffectedupdates
is reasonablyfast to serve currentapplications.For example,
a distributed replicated system that can handle around 80
updatesper second,with a snapshottaken every 12 hours
will accumulateabout3.5 million updatesbetweensnapshots.
Building a 4 million dependency graph as describedabove
took less than 20 seconds,and the data structureoccupied
about225 MB of memory.

Numberof clients: Figure6 shows the traversaltime and
the numberof nodestraversed,as a function of the number
of clientssubmittingupdates,in a scenariowherethe number
of nodesis 4 million, andthereare5 dependenciesper node.
New updatescandependon theupdatesin previous100time-
slices.The numberof nodesvisited decreasesas the number
of clients increases.Note that becausethe numberof updates
is �x ed, the numberof time-slicesdecreasesas the number
of clients increases.One node is visited in time slice t0.
Approximately5 nodesin t1 are dependenton this node.In
t2, approximately52 nodesare dependent,recursively on the
original nodein t0. This trendcontinues(at a decreasingrate
becauseof overlappingdependents)until all nodesin a time-
slicearemarkedassuspect.As thenumberof clientsincreases,
it takesa largernumberof time-slicesbeforeall clientsin each
subsequenttime-slice are marked as suspect,and therefore,
fewer nodesare traversedas the numberof clients increases.

The traversaltime is initially large becauseof CPU cache
misses,since dependentnodesare spreadacrossa rangeof
memoryproportionalto thenumberof clients.It thenincreases
slightly as the numberof clients increasesto 10; 000 due to

an increasein cachemisses.Then it decreasesbecausethe
numberof nodestraverseddecreases.

Numberof dependencies:Figure 7 shows the traversal
time and the numberof nodestraversedas a function of the
numberof dependencies,when the numberof nodes,clients,
and dependency time-slicesare �x ed. We considera graph
with 4 million nodes,100; 000 clients, and 20 dependency
time-slices.It canbe notedthatat 1, 2, 3 and4 dependencies,
the traversal time and numberof nodestraversedare small.
The numberof nodestraversedincreasesrapidly thereafter.
The traversaltime is approximatelylinear with the numberof
dependencies.

Summary:Our experimentsshow that factorsthat affect
the performanceof the Accountability Graph are number
of compromisedclients, number of dependencies,and the
numberof updates.For all of the scenarioswe considered,
andwithout performingany application-speci�coptimizations,
the traversal time was less than 8 seconds.The numberof
dependenciesand the number of dependenciesper update
seemedto be the most in�uential factors in increasingthe
traversaltime.

VI . RELATED WORK

In this sectionwe summarizerelatedwork in several re-
searchareasin distributed systemsthat relateto the problem
we presentin this paper. We note that our work is comple-
mentaryto the work presentedbelow.

a) DirectedAcyclicGraphsin Operating andDistributed
Systems: The core mechanismof our tool is building a
causalitygraph.Directedacyclic graphs(DAGs) were previ-
ously usedin operatingsystemsand distributedsystems.For
example,theTime WarpOperatingSystem[24] maintainstwo
“wave fronts” of computation.Thefront wave front represents
speculative computationthat is hazardedby rollback. The
rear wave front boundsthe roll back. Computationson the
rear wave front line dependonly on prior computationsthat
are committed.Computationsbetweenthe two wave fronts
are tracked using causaldependency tracking (a dependency
DAG), andcanbe canceled.

In thedistributedsystems�eld, theTransprotocol[14] and
the Transissystem[25] also use a DAG in order to ensure
reliable delivery of multicast messagesusing non-reliable
multicast. This DAG is maintainedon the �y and updated
accordinglyasmessagesare deliveredby all of the members
of the group.StromandYemini [26] replacesynchronization
by causaldependency tracking in order to overcomebenign
processfailuresin distributedsystems.

b) IntrusionDetectionSystems:Thesecuritycommunity
has developedmany mechanismsthat can detect malicious
usersafter they have penetrateda computersystem.The large
body of intrusion detectionliterature [9] testi�es to our as-
sertionthat maliciousintruderswill sometimesgain accessto
eventhebestsecuredsystems.We provide a way for to assess
and cope with thesepenetrations,while intrusion detection
systemsprovide ways to detectthem.When a malicious,yet
authorized,intruder is detected,systemstypically alert an
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administratorandmaytriggeranautomateddamagemitigation
response.Traditionally, intrusion detectionresearchershave
taken two main approaches:misusedetectionand anomaly
detection.Misuse detectionfocuseson identifying user be-
havior that matchesa speci�c attacksignature[7]. Anomaly
detection[8] focuseson �nding user behavior that deviates
from normalsystemuse.We want to emphasizethat intrusion
detection strategies are more than merely complementary
to the Accountability Graph. Intrusion detection forms an
important componentof our solution since a malicious user
must �rst be detectedbeforethe damagecreatedby that user
canbe mitigated.

The BackTracker Tool by King and Chen [27] was de-
signedto helpsystemadministratorsanalyzeintrusionsto their
operatingsystem.Working backward from a detectionpoint
such as a suspicious�le or process,BackTracker identi�es
the eventsandobjectsthat could have affectedthat detection
point and displayschainsof events in a dependency graph.
The systemadministratorcan focus the detective work on
thosechainsof eventsin orderto understandhow the intruder
gainedaccessto thesystem.Ourwork, in comparison,assumes
that the malicious clients (insiders)are authorizedto access
the systemand simply usethe applicationto createor inject
incorrect inputs or updates.We are concernedwith quickly
identifying whatpartof thecurrentapplicationstateis corrupt,
suspected,and (no less important) not affected.The use of
dependency graphs in BackTracker, togetherwith our past
directedacyclic graphwork in Transis[25] to ef�ciently track
causality, inspiredour AccountabilityGraphapproachto cope
with maliciousclients.

c) Byzantine-ResilientReplication: The �rst practical
work to solve replicationwhile withstandingByzantinefail-
ures is the work of Castroand Liskov [1]. Their algorithm
requires a number of 3f + 1 servers in order to tolerate
f faults and asks the client to wait for f + 1 identical
answersout of 2f + 1 answersin order to make sure that
it receiveda correctanswer. Thework is fundamentallybased
on ByzantineConsensus,for which a good overview can be
found in [28]. The Byzantinereplicationprovides protection
againstmaliciousservers,anddoesnot addressthe malicious
clientsproblem.

VI I . CONCLUSIONS

In this paper we identi�ed a signi�cant attack against
distributed systems,mountedby maliciousclients that delib-
erately insert incorrectdatainto the systemusing authorized
channels.We proposeda genericmechanism,Accountability
Graph,that tracksthedependenciesbetweenall of theupdates
in the system,and that can classify dataas corrupt, suspect,
or not affected,giving the ability to conductrisk assessment
and vulnerability analysiswith respectto the compromised
clientattack.Wedemonstratedtheusefulnessof oursolutionin
threedifferentapplications,andwe showed that the overhead
associatedwith our solution is reasonablein thesecases.
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