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Abstract.  In this paper we presert a certi ed e-mail system which pro-
vides fairness while making use of a TTP only in exceptional circum-
stances.Our system guaranteesthat the recipient getsthe content of the
e-mail if and only if the senderreceivesan incontestable proof-of-receipt.
Our proto col involvestwo communicating parties, a senderand a recip-
ient, but only the recipient is allowed to misbehave. Therefore, in case
of dispute, the sender solicits TTP's arbitration without involving the
recipient. This feature makesour proto cols very attractiv e in real-world
environments in which recipients would prefer to assumea passiwe role
rather than being actively involved in dispute resolutions causedby mali-
cious senders.In addition, in our protocol, the recipient can be stateless
i.e., it doesnot needto keep state to ensurefairness.

1 Intro duction

The Internet has revolutionized the computer and communications world like
nothing beforeand it is today animportant global resourcefor millions of people.
With its continue growing, it generatedtremendousbene’ts for the econony and
our scciety. However, the Internet doesnot provide all the servicesrequired by
the businesscommunication model such as secureand fair electronic exchange
or certi ed electronic delivery.

A fair electronic exchange protocol ensuresthat, at the end of the exchange,
either ead player receivesthe item it expects or neither part receives any in-
formation about the other's item. The classical solution to the fair exchange
problem is basedon the idea of gradually exchanging small parts of the items.
Howewer, practical solutionsto the problem require a trusted third party (TTP)
asarbitrator. More speci cally, in on-line protocolsthe trusted party is employed
as a delivery channel whereasin o®-line protocols the trusted party is involved
only in caseof dispute. On-line protocols require the presenceof the TTP in
every transaction and, usually, do not provide con dentialit y of the items ex-
changed. In addition, in somecases,the senderreceivesa receipt signedby the
TTP rather than by the original recipient of the messageln o®-line protocaols,
the TTP is invoked only under exceptional circumstances,for examplein case
of disputes or emergencies.



In a certi ed e-mail scheme the intended recipient gets the mail cortent if
and only if the mail originator receivesan irrefutable proof-of-delivery from the
recipiert.

In this paper we presert a certi ed e-mail systemwhich implements an o®-
line protocol that makes use of veri able encryption of digital signatures as
building block. A veri able encryption of a digital signature represerts a way to
encrypt a signature under a designatedpublic key and subsequetly prove that
the resulting ciphertext indeed contains such a signature.

The rest of the paper is organized as follows. The next section discusses
related work done in the areasof fair exchange and certi ed e-mail protocols.
Section 3 outlines the certi ed e-mail protocol used by our system. We analyze
the protocol in Section 4. Finally, we discussthe implemertation of the system
in Section 5.

2 Related Work

One approad in solving the fair exchangeproblem consists of gradually ex-
changing information about the items between the two parties. Works in this
direction generally rely on the unrealistic assumption that the two parties have
equal computational power ([12]) or require many rounds to execute properly
(I5D).

Another approac focuseson increasingthe overall exciency by using TTPs.
Notable works in this direction arethe three-messag®®-lineprotocol for certi ed
e-mail presenied in [18] and the excient o®-linefair exchangeprotocolsin [1,2,
7]. The protocol in [1] makes use of veri able escrav schemesimplemented via
a cut and chaose interactive proof. Although expensiwe, the protocol provides
timely termination assumingonly resilient channels.

A on-line certi ed e-mail protocol is presened in[24]. The protocol usesas
TTP a number of replicated seners. This has the drawback that ead sener
must be trusted in order to have the protocol working properly. Having only
one single compromised serner would invalidate the ertire stheme. Bahreman
and Tygar [6] presert an on-line scheme using six messagesThe scheme does
not addresscon dentiality from the TTP. An optimal on-line certi ed e-mail
protocol using only four messagess described in [11].

Sdcneier and Riordan [21] present a protocol wherethe TTP actsasa public
publishing location (which might be implemented as a securedatabasesener).
The authors describe both an on-line and an o®-line version of the protocol.
We note that the o®-line solution requires a visible TTP, sincethe form of the
receipt changesdepending on whether the trusted ety was invoked or not.
Moreover, the TTP must be directly involved in any secondaryadjudication as
it must provide, in the caseinvolving dispute resolution, an additional signed
proof-of-mailing with ead query or deposit.

Recerily, Atenieseet al. [4] have shovn how to realize hybrid schemesthat
combine the strengths of both the on-line and o®-line approaches to achieve
exciency while involving parties that are semi-trusted rather than fully trusted.



3 An Ezxcien t O®-line Proto col

In this section, we describe the setting in which we operate and the certi ed
e-mail protocol built via veri able encryption of RSA-baseddigital signatures.
In the rest of the paper, we will assumethat the communication is carried
over private and authenticated channels.
A certi ed e-mail protocol should minimally provide:

{ Fairness: No party should be able to interrupt or corrupt the protocol to
force an outcometo his/her advantage. The protocol should terminate with
either party having obtained the desired information, or with neither one
acquiring anything useful.

{ Monotonicit y: Each exchange of information during the protocol should
add validity to the "nal outcome.That is, the protocol should not require any
messagesgerti cates, or signaturesto be revoked to guarantee a proper ter-
mination of the protocol. This is important, becauseif revocation in needed
to ensurefairness, then the veri cation of the validity of the protocol out-
comebecomesa bottleneck asit requiresTTP's active participation.

{ TTP invisibilit y: A TTP is visible if the end result of an exchange makes
it obvious that the TTP participated during the protocol.

{ Timeliness: It guaranteesthat both parties will achieve their desireditems
in the exchangewithin "nite time.

Occasionally it is desirableto keepthe content of con dential e-mails secret
from trusted parties acting asintermediaries. Thus, an optional feature is:

{ Con'den tialit y: In casethe exchangeis deemedcon dential, the protocol
should not needto disclosethe messageontents to any other party excepting
the senderand the recipient.

3.1 Our Setting and Veriable Encryption of RSA Signatures

Let n be the product of two large primes p and g, such that factoring n is
computationally infeasible without knowing p or g. It is generally conveniert to
work inside some cyclic subgroup of large order. For that reason,we generate
p and q as safe primes, i.e., p = 2p°+ 1 and q = 29°+ 1 where p° and o are
primes. We then considerthe subgroup QR(n) of quadratic residues,i.e., QR(n)
cortains all the elemens y sud that there exists x with y = x2. It is easy
to seethat QR(n) is a cyclic group of order p%P. Finding a generator is also
straightforward: randomly select g and compute the generator g = 2. Since
elemerts in QR(n) have orders p° ¢° or p% the order of g will be p%° with
overwhelming probability.

We can also describe a proof of knowledgethat allows a prover to corvince
a veri er of the equality of discrete logarithms. Let g;h 2 QR(n) be publicly
known generators. The prover selectsa secretx and computesy; = ¢g* and
y» = h*. The prover must cornvince the veri er that:

Dlogg y1 = Dlogy, y2:



The protocol, drawn from [9], is run as follows:

1. The prover randomly choosest and sends(a;b) = (g';ht) to the verier.

2. The veri er choosesa random challengec 2 f0;1g*®° and sendsit to the
prover.

3. The prover sendss = tj cx mod p%Pto the verier.

4. The veri er acceptsthe proof if:

a= ¢’ and b= hdy;:

To turn the protocol above into a signature on an arbitrary messagem, the
signer can compute the pair (c;s) as:

¢ = H(mky:kyzkgkhkg'kh'); s =t cx mod p%®

where H (9 is a suitable hash function. To verify the signature (c;s) on m, it is
suxcient to chek whether c®= ¢, where

= H(mky;ky,kgkhkgSySkhsys):

Following the notation in [3], wewill denotean instanceof this signature tech-
nique by EQ_DLO G(m;g}, g3; 01,02). Substartially, EQ_DLO G(¢ is a Schnorr-
like signature [23] basedon a proof of knowledge performed non-interactively
making use of an ideal hash function H (¢ (p la Fiat-Shamir [14]).

In [3] it is shawn that it is possibleto de ne very ezcient protocols for
veri able encryption of sewral digital signature schemes.Given an instance S
of a digital signature on an arbitrary messagewe sa that VE(S) isa TTP-
veri able encryption of S, if such an encryption can be veri ed to contain S in
a way that no usefulinformation is revealedabout S itself. Only TTP is ableto
recover the signature from the encryption VE(S).

We focus our attention on RSA signatures[22], that is, if (e;n) is a public
key with e prime then the secretkey is d such that ed” 1 mod 2p%C. To sign
a messagem, it is suxcient to compute C = R(m)Y, where R(¢ is a publicly
known redundancy function asde ned in PKCS#1, ISO/IEC 9796, etc. (see[17]
p. 442). For the sake of simplicity, we employ the hash-and-signparadigm and
assumethat R(9 is a suitable hash function such as SHA-1. The signature is
acceptedonly if C® = R(m). The encryption algorithm usedto encrypt the RSA
signature is the EIGamal algorithm: given a secretkey x and a corresponding
public key g*, a messagses is encrypted by generatinga random r and computing
K1 =sg",K, = ¢. The values canberecoveredby computing s = K1=(K>)*.

Each user rst runs a one-time initialization phaseby which the userand the
trusted third party T agreeon common parameters. More speci cally (see[3]
for details):

1. The user, U say, sends(e;n) to T;

2. T authenticates the userthen selectsa random base§ and a random expo-
nert x. It computesg = §2 andsendsCERTy.y = Signy (g;y = g*; U; (e;n))
to the user, where Sign; (¢ denotesa signature computed by T.



It is assumedthat the user provides a proof of n being a product of safe
primes (see[8]). The signature CERT .y is a publicly known certi cate and, in a
real-world implementation, will contain relevant information including protocol
headers, timestamp, transaction ID, and certi cate lifetime. Notice that, the
trusted party T doesnot needto store the secretexponert x for eat user. In
fact, sudh a secretcan be inserted into CERTy.y encrypted via a symmetric
encryption algorithm. Thus, T needsto store only onevalue, the symmetric key,
for all the users.

The computation of a veri able encryption of a RSA signature on a message
m is performed as shown in [3]. In particular, the userU encrypts via EIGamal
the signature R(m)? by computing a random r and:

K:= R(m)%y" and K, = ¢':

Notice that, the signature R(m)? is squaredto make sure that the value
encrypted belongsto the setof quadratic residuesQR(n). Then, the userprovides
evidencesthat the encryption has beencorrectly computed by showing that:

Dlog, . (K $§=R(m)?) = Dlogy (K 2);

and this is donevia EQ_.DLOG(¢ w.r.t. the messagan. (Observe that the
veri er should recover the basesy = g* and g from CERT;.5.) We will denote
the veri able encryption of a RSA signature, R(m)¢, with VE; (R(m)?9). Let U
denotea genericuser, the value VE 1 (R(m)?%) cortains: CERTy .y, the ElGamal
encryption of R(m)2¢, and the signature of knowledge of the equality of discrete
logarithms (EQ_DLOG(9).

3.2 The Proto col

A certi ed e-mail protocol using veri able encryption is shawvn in Figure 1. Con-
sider a scenarioin which the senderA sendsa messagdo B and wants a receipt
signedby B in exchange. The recipiert B hasto generateand sign the receipt
beforebeing able to read the cortent of the messageThe protocol hasto provide
fairness, speci cally, it must ensurethat the senderreceiwes the receipt if and
only if the recipient can read the messageThe protocol is designedso that the
TTP is invoked only in caseof dispute. As long as both A and B are honest,
there is no needto involve the trusted ertity in the protocol. This is a big ad-
vantage compared to on-line protocols in which a trusted entity is neededfor
ead transaction.

Moreover, the protocol is designedto make sure that A cannot misbehave.
Only B is allowed to cheat by not sendingthe messagein the last step. This
feature is highly desirablein the setting of certi ed e-mail, asthe recipient would
prefer to assumea passiverole rather than being actively involved in dispute
resolutions. Notice that, in a certied e-mail protocol, the senderinitiates the
exchange process,thus it is natural to desirethat the recipient of the message
be relieved by any burden causedby malicious senders.



User B receives the certi cate CERTy.g by engagingin an initialization

phasewith the trusted party T asexplainedin the previous section. Similarly,
B's public key is (e;n) with e prime and n product of safeprimes and QR(n)
is the subgroup of squaresin which we operate. The protocol consists of the
following steps (operations are taken modulo n):

{

Step 1 The senderA selectsa random r, computesy = réR(m), and signs
it including a protocol headerPH . Sud a signature, denoted by Sa, is sert

to B.

Step 2 The recipient B squaresy and computes(y?)? = r2R(m)2. It then
computesthe veri able encryption of y?, VE (y?%), and sendsthe result to
A. However, B hasto signthe result in order to include a protocol headerPH
and the sender'ssignature S . More importantly, B's signature (Sg ) makes
it possibleto neutralize malleability attacks againstthe EIGamal encryption

and also presenesB's protocol view at that speci ¢ point in time.

Step 3 After receiving the messagefrom B, A veri es the signature and
that the encryption contains the correct receipt. If that is the case,A sends
m to B.

Step 4 The recipient B readsthe messagen and sendsthe receipt Rec=

R(m)Y to A.

S, = Sign,(PH, y = r°R(m))

Sg = Signg(PH, S, VE(y%)
(A) .

Rec = R(m)¢

v

A

v

A

Fig. 1. O®-line certi ed e-mail protocol via veri able encryption of RSA signatures

Notice that, a certi ed e-mail protocol is not a simultaneous exchange of

items but rather a asymmetric exchange since the messagehas to be sert “rst
to allow the recipient to compute a corresponding receipt basedon the message
received. This fact has some positive side e®ectson our scheme. For instance,
the recipient doesnot needto include any time limit into the signature Sg since
the decisionsof sendinga particular messageand when this hasto happen are
taken exclusively by the sender.



If B doesnot sendthe receipt in Step 4, then A contacts the trusted ertity
and both run the following protocol:

{ Step 1 A sendsB's signature, Sg, to the TTP along with r and m.

{ Step 2 The TTP veri es rst the signaturesSa, and Sg (Sa is corntained in
Sg). Then, it recovers y?® from the veri able encryption and computes y?
(seeRemark 2 below). Finally, the TTP chedks whether the value s = y9=r
is indeed a valid signature of the messagem under B's public key (i.e, it
chedks whether s® = R(m)). If so,it sendss to A and forwards m to B.

The TTP hasto forward the messagem to B to nullify any attempts of the
senderA to successfullyretrieve a receipt without revealing the messagem to
B. Speci cally, A may not have sert the messagem in Step 3 above.

The protocol fairnessis built around the assumptionthat the senderA can
verify that the veri able encryption indeed contains a valid receipt. Only the
TTP can recover the receipt from the veri able encryption.

Remark 1. The protocol headers,PH and PH, cortain relevant information
sud asthe identities of the parties involved (A,B, and TTP), the cryptographic
algorithms employed, timestamps and transaction IDs to prevert replay attacks,
and other pertinent information about the protocol.

Remark 2. Notice that, the recipient B squaresthe valuey = r®R(m) sert by
A to make sure that it is signing an elemen of the set QR(n) (d is odd since
e is prime). Only the recipient B knows the factorization of n and it is usually
infeasible to compute square roots modulo n without knowing the factors of
n. However, given z = y??, the TTP can ezciently compute y¢ by employing
the following well-known method, basedon the Euclidean algorithm, which we
report here for convenience:

1. obsene that z® = y? and that gcd(e;2) = 1;

2. we can usethe extended Euclidean algorithm to compute two integersu; v
such that u2= 1+ vein Z;

3. raising both terms of the equation z¢ = y? by u, we obtain: z'¢ = y'Y2 =
y1+ ve — yyve

4. thus we have: zY¢yi V¢ = y, or (z'yi V)€ = y;

5. it is now clear that the term zYyi v is congruert to y¢ (modulo n).

Remark 3. In our protocol, the senderA hasto reveal the messagem to the
TTP in caseof dispute. If messageprivacy hasto be presened, it is suzcient

to substitute m with PH jjPg (m) in the protocol above, where Pg (¢ represers

the public-key encryption under B's public key and PH is a protocol header.
Notice that the receipt assumesa new format:

Rec= R(PHjiPs (m));



which hasto be interpreted in a special way: it is considereda valid receipt
of the messagam only when accompaniedby m and PH sud that:

(Reg® = R(PH jPg (m)):

The public-key encryption Pg (§ should be deterministic or, if randomized,
the senderA must reveal the random parametersusedto encrypt the message.
The approac we have taken for the implementation of the protocol is to encrypt
the messagen asEyx (M AC,(m)jjm), Pg (kjjl), where:k;| are random secretval-
ues;M AC, (9 is a MAC function, such asHMA C-SHA-1; Pg (9 is a deterministic
public-key encryption algorithm, sud as plain RSA; Ex (9 is a symmetric-key
encryption algorithm, such as AES in CBC mode.

The new protocol header PH hasto be chedked, either by B or the TTP,
to cortain the correct information relevant to the protocol. Moreover, it has
to clearly state that the receipt Rec has to be interpreted in the special way
described above.

Remark 4. The certi ed e-mail protocol preseried above works for RSA signa-
tures but can easily be extended to work for other schemesbasedon a similar
setting such asRabin and Guillou-Quisquater [16] sighature schemes,or provably
unforgeable signature schemessuch as Cramer-Shoup[10] and Gennaro-Halevi-
Rabin [15]. In [3], it is shown how to extend the veri able encryption protocol
to work with sudh popular signature schemes.

4 Analysis and Comparisons

In this section we presert an analysis of our protocol and we compareit with
the state-of-the-art in the "eld. Our claim is the following:

Claim: The protocol aloveis a certi e d e-mail protocol which providesfairness,
monotonicity, timeliness, and T TP invisibility. Moreover, the protocol optionally
provides con dentiality of the message,i.e., the arbitration can be performed
without revaling the e-mail content to the trusted intermediary.

Sketch: Clearly our protocol provides T TP invisibilit y sincethe structure of the
receipt doesnot indicate whether the TTP wasinvolved or not in dispute reso-
lutions. The protocol provides also monotonicity sinceany signature (including
the receipt) will not be revokedin order to guarantee a proper termination of the
protocol. Con dentialit y is achieved by encrypting the actual messagecontent
in such a way that only the recipient can open it and this is achieved through
standard encryption technology.

We assumeonly resilient channels. A resilient channelwill evertually deliver
a messagesert through it within atime lapsewhich may be arbitrarily long, yet
“nite. Moreover, the recipient doesnot needto include any time limit into the
signature Sg and the senderA hasthe ability to decideto abort the protocol and
adopt a schemefor protocol resolution that can be executedin a "nite period of
time. Therefore, our protocol provides timeliness.



Regarding fairness, it is suzcient to prove that: a messageis read by the
recipient B if and only if the senderA getsthe correspnding receipt. Obserne
that the rst two messagesf our protocol are used just to collect evidences
by which the senderA can solve disputes by interacting with the TTP. If the
TTP is not invoked then the relevant protocol messagesre only thosein Step 3
and Step 4 where a messagean is sert in exchangeof the corresponding receipt.
Therefore, fairnessis presened in this case.If the TTP is invoked (by A) then
B's signature (Sg) will be sert to the TTP along with the messagem and the
blinding factor r. The TTP will compute y¢ from the veri able encryption and
will chek whether:

(y=n)° = R(m):
If that is the case,then A and B receive y%=r and m, respectively. Hence,

evenin this casefairnessis presened sincethe senderwill receive a signature on
a messagewhich is forwarded to the recipient. t

It is interesting to notice that the recipient does not needto corntact the
TTP in caseof dispute. This feature makesour protocolsvery attractiv e in real-
world environments in which recipients would prefer to assumea passiwe role
rather than being actively involved in dispute resolutions causedby malicious
senders.More importantly, the recipiernt is statelessin the sensethat it does
not needto store state information regarding the transactions in which he is
involved:. Indeed, the recipiert may not store anything about the Tst two steps
of the protocol and, in principle, the messageembedded by the senderin the
value y in Step 1 of the protocol could be di®erent from the messagesen in
Step 3. Obviously, this doesnot violate the fairnessproperty sincethe senderA
cannot use the messagen Step 2, sinceit is encrypted, unlesshe contacts the
TTP. Howewer, the TTP will always forward the corresponding messageo B,
thus neutralizing de facto any attempt of the senderto force an outcome of the
protocol to his advantage.

We compare now our protocol with previously proposedprotocols. Some of
the o®-lineprotocolsare not monotonic, for instance, the protocol in [2] requires
signaturesto be revoked in order to guarartee fairness. Among monotonic and
o®-line protocols, we believe those in [18,1] represernt the state-of-the-art in the
“eld. The work of Micali [18] shawsthat it is possibleto achieve a simple certi ed
e-mail protocol with only three messagegone lessthan our protocol). However,
it should be noticed that:

1. the recipient of the messagehasto be actively involved in the dispute reso-
lution and is forced to keepstate;

2. atime limit hasto be incorporated into the messageby the senderto force
the recipient to sendthe receipt within a speci ed period of time. This has
to be donein order to guarantee fairness;

3. areliablechannel (as opposedto a resilient channel) is required betweenthe
recipient and the trusted third party.

! Notice however that implementations of the certied email scheme may require the
recipient to store certain state information.



A channelis reliable when it is always operational and operateswithout de-
lays. It is very dixcult to build areliable channelin somenetwork environments,
such aswirelessnetworks. This fact may limit the applicability of the protocol in
[18]. Furthermore, for ead messageeceived, the recipient is forcedto communi-
cate with the trusted intermediary in caseof dispute and such a communication
hasto happen before the time limit expires.

The work in [1] presents a fair-exchange protocol which is provably secure
in the random oracle model. The authors specialize their protocol to work as
an o®-line certi ed e-mail schemethat, similarly to our protocol, requires only
resilient channels. Their protocol is basedon veri able esciow schemes which
essetially are veri able encryptions where eac encryption comeswith an at-
tached condition that speci es a decryption policy. As our scheme,their protocol
works for a broad range of signature schemes.However, the schemein [1] has
somedrawbadks, in particular:

1. it is expensiwe in terms of communication complexity, performance, and
amount of data transmitted. This is mainly due to the cut-and-chaseinter-
active proof technique employed to achieve a veri able escraw.

2. the recipient hasto keepstate and both the senderand the recipient have
to be actively involved in dispute resolutions;

3. the trusted third party needsto keepstate.

Notice that both protocols[18,1] and the versionof our protocol that provides
con dentialit y are invasive, that is, the receipt generatedby the receiwer is not
a regular signature but has to be interpreted in a special way. Our original
protocol, however, is non-invasive as the receipt is precisely the signature of the
recipient on the messageeceiwed.

We believe it is important to have a statelessrecipient who is not involved in
dispute resolution protocols.Imagine a scenarioin which a userreceiveshundreds
of messagesand is forced to keeptrack of all of them, store state information,
and engagein protocol resolutions with the TTP in caseof dispute. This may
be very unappealing for users,in particular for those operating in environments
where servers may frequently crash, losing state information. In somecase(such
asin [18]), operations have to be made before a time limit expires which may
make even impossibleto guarantee fairnessin someenvironments.

Stateless-recipieh protocolsmay be very usefulwhen usersare equipped with
mobile devicessud as cellular phonesor wirelessPDAs. Indeed, mobile devices
are often switched o®,which may causesometime limits to expire without giving
the possibility to run any dispute resolution protocol 2.

5 System Arc hitecture

In this section we present a description of the system we implemented. First,
we give a brief overview of the technology behind electronic mail systems,then
2 For instance, it is required to leave mobile deviceso® in proximity of hospitals or

inside airplanes. Devices could also turn themselves o® when, for instance, batteries
are °at.



we showv how to establish forms of interaction between our system and other
standard modules involved in the processof delivering electronic mail contents
and, nally, we describe in detail our system. We called our prototype imple-
mentation TURMS, an Etruscan god, messengerf the gods and guide of the
deceasedo the underworld.

5.1 Overview of Electronic Malil

Electronic mail is today probably one of the most usedserviceson the Internet.

It provides support to senda messageto a destination. The messages passed
from one computer to another, often through computer networks and/or via

modems over telephone lines. The processof sending, delivering and receiving
e-mail is speci ed in somestandards and makes use of three typesof programs,
ead of them with a speci ¢ task.

A Mail User Agent(MUA) is a program that allows the userto composeand
read electronic mail messageslt providesthe interface betweenthe userand the
Mail Transfer Agent (MT A). Outgoing mail is passedto an MTA for delivery
while the incoming messagesre picked up from a MTA. A MUA can also pick
up mail remotely from, for instance,a POP3 sener, via POP3 protocol.

A Mail Transfer Agent (MTA) is a system program which acceptsmessages
from the MUA and routes them to their destinations. It sometimesdelivers mail
into ead user'ssystemmailbox. A MTA can alsocommunicate with other MTA
programs via the SMTP protocol, in order to deliver mail remotely. MT As are
responsible for properly routing messagedo their destination, using so-called
Mail eXchanger (MX) records. Mail eXchanger records are maintained by do-
main name seners (DNS) and tell MTAs where to send mail messagesMore
precisely they tell an MTA which intermediate hosts should be usedto deliver
a messageo the target host. The MX recordsvary depending on the domain.

A Mail Delivery Agent(MDA) is usedto place a messagdnto a user's mail-
box. When the messagerrivesat its destination, the MT A will give the message
to the appropriate MDA, who will add the messagéeo the user's mail-box.

Our systemworks at the transport level, in connectionwith Exim [13], a mail
transport agen. This approac hasthe advantage that allows a TURMS userto
handle mail using theoretically any MUA.

52 TURMS and Exim

Exim [13] is a mail transfer agert deweloped at the University of Cambridge
designedto work ezxciently on systemsthat are permanertly connectedto the
Internet and are handling a generalmix of mail. In addition, with special con-
“guration, Exim can act asa mail delivery agent.

Exim was built having a decernralized architecture, so there is no certral
processperforming overall managemem of mail delivery, but some DBM les
are maintained to make the delivery more etcient in somecases.The system
implemerts °exible retry algorithms, used for directing and routing addresses
and for delivery.



The systemcan handle a number of independert local domains on the same
machine and provides support for multiple user mailboxescortrolled by pre xes
or suxxes on the user name.

Mail User Agent Mail User Agent

A
vy | v |

‘ Mail Delivery AgentL *‘ Mail Delivery Agem‘

jTurms Agent‘ ‘ Turms Agent‘

« <

Mail Transfer Agent t Mail Transfer Agent

Exim Exim

Fig. 2. TURMS and Exim communication

The main delivery processingelemerts (driv ers) of Exim are called directors,
routers, and transports.

A director is adriver that operateson alocal address,either determining how
to deliver the messagepr corverting the addressinto one or more new addresses
(for example,via an alias Te). A local addressis one whosedomain matchesan
entry in the list givenin the “local_domains' option, or has beendetermined to
be local by a router. The fact that an addressis local doesnot imply that the
messagehas to be delivered locally; it can be directed either to a local or to a
remote transport.

A transport is a driver that transmits a copy of the messagefrom Exim to
some destination. There are two kinds of transport: for a local transport, the
destination is a Te or a pipe on the local host, while for a remote transport the
destination is someother host. A messages passedto a speci ¢ transport as a
result of successfuldirecting or routing. If a messagehas se\eral recipierts, it
may be passedto a number of di®eren transports.

A router is a driver that operates on an apparertly remote address, that
is an addresswhose domain does not match anything in the list givenin ‘lo-
cal.domains'. When a router succeedst can route an addresseither to a local
or to a remote transport, or it can changethe domain, and passthe addresson
to subsequehn routers.

Our systemtakesadvantage of the following features of Exim: the ability to
allow a messagedo be pipedto another program, the possibility to have multiple
user mailboxescontrolled by pre xes or suxxes on the usernameand the ability
to sendmessagegto remote or local e-mail addresses)using Exim.

Thesefeaturesallow a processthe Turms_agert, to intercept messagedefore
they are delivered to a user and processthem. Also, when needed, auxiliary
messagegan be generatedby the TURMS agert and sert using Exim.

The messageexchange mecanism betweena local TURMS agert and Exim
is preserted in Figure 2. Special ertries in Exim's con guration Te indicate to



# directors configurati on section

turns_handl er:

. driver = pipe

—» command = "/bin/turns_agent$ {l ocal _part}"'"’
user = crisn
group = users

# transport configuration section
turns:

o driver = snartuser

=% transport = turns_handl er

3, prefix = turns-

Fig. 3. Exim con guration Te - TURMS entries

Exim that mail deliveredto an usercontaining a certain pre x, turms- in our case
(seeFigure 3, Mark3), to be delivered using a speci ¢ transport, turms_handler
in our case(seeFigure 3, Mark 2). The transport speci ed for that pre’x is a
pipeto a program, Turms_agert (seeFigure 3, Mark 1). This way, the message
sendto a local or remote useris deliveredto a local Turms_agert program.

When Turms_agert receivesa messagejt processest accordingto the pro-
tocol speci cations, it generatesa new messageand it sendsit to the real user
using Exim. If the messageis sert to a domain for which Exim does not do
local delivery, the messagewill be sert via SMTP to another Exim serer on
another machine. There, becauseof the pre x medanism, the messagewill be
delivered to a local Turms_agert processwhich in turn will send a messageto
the local user, by using Exim. If the messageas sert to a domain for which Exim
does local delivery, the messagewill be delivered either to the end user or the
Turms_agen, depending on the protocol. The delivery addressspeci es to Exim
if the destination is a Turms_agert processor a local userinbox. Note that all
the Exim seners running the certi ed e-mail protocol needto be con gured to
deliver special messagedo a local TURMS agen, responsible of implementing
the certi ed e-mail protocol.

5.3 System Implemen tation

We have actually implemented a slightly modi ed version of the protocol in
Section3.2. In particular, the valuey in Step1is how M ACy(m), for a suitable
MAC function such as HMA C-SHA-1. In Step 3, the senderrevealsm and also
k and the recipient cheds whether the messagem is the samereceived in Step
1. The receipt is a signature on the MAC function.

The protocol itself requires an initialization phase which has to be done
only once, and in caseof dispute, a recovery phase.We provide support for all
of these operations. The system consists of a web-basedinterface, Turms_CA,
providing support for the initialization and recovery o®-line phases,and of an
MTA, Turms_agert, implementing the certi ed e-mail protocol.



One of the designfeatures we consideredwas encapsulatingall the crypto-
graphic operations in a library, usedby both Turms_CA and Turms_agen. The
library makesuseof the openssl[19]library and providesfacilities sud as:strong
RSA keysgenerationand managing, TURMS certi cate de nition and manage-
mernt (generating, signing, verifying), operations on Schnorr-lik e objects usedin
our protocol, RSA veri able encryption de nition and manageme (generation,
verifying, ability to extract the RSA signature out of the veri able encryption).
In addition, the library also provides corversionfrom the computation data for-
mat (opensslspeci ¢ data structure) to communication format for both veri able
encryption and TURMS certi cate ertities. For ead of these data structures,
the library provides a simple and easyto use API.

Turms_CA provides an interface allowing usersto register and to obtain a
certi cate. The user submits his public RSA key along with some additional
information and will receiwe the corresppnding TURMS certi cate In addition,
for ead user, we have decidedto save the corresponding secretof the CA rather
than incorporating it into the certi cate This secretis used to extract RSA
signaturesout of a veri able encryptions.

Turms_CA can also solve disputes. A user can submit a claim including the
veri able encryption "Te and the messageThe CA computesthe signature out of
the veri able encryption information, then sendsthe signature to the user that
submitted the claim and the messagedo the userwhoseveri able encryption was
submitted.

The core of the systemis the Turms_agent program which implements the
certi ed e-mail protocol. Turms_agentis a statelessprogram, a di®erert instance
of the program is invoked with every new messageThe state of the protocol for
di®erent messagess saved on the disk. Every state of the protocol for a message
has a correspondert Te saved on disk. A messageis uniquely identied by a
concatenation of the processid, host id and current time. Every state also has
a unique identi er assaiated with it. The security of the channel betweentwo
Turms_agernts is achieved via Blow sh encryption with a size key of 16 bytes.
We usedan HMA C with a key size of 10 bytes to obtain a randomized one-way
function of the messageTurms_agert alsologsfor ead transaction information
about the main important steps.

The protocol consistsof a sequenceof actions taken by a Turms_agert pro-
gram upon receiving a message.Every messageis ass@iated with a speci ¢
transaction. The type of the messagealong with the transaction identi er are
speci ed in the destination address.A transaction is opened when a user at-
tempts to send a certi ed e-mail messageand it endsin one of the following
casesthe exchangewas performed correctly, the exchangewas canceled,or the
exdchange started but the recipient did not sendthe receipt. The protocol uses
the following typesof messages:

{ Original _Messis the messagehat hasto be sert. It is generatedby a MUA,
no transaction identi er or type is assaiated with it.

{ Hmac_Messcontains the value of an HMA C function applied on the body of
an Original _Mess. It is generatedby a T ur ms_agent.



{ Invitation _Messis the messagethat noti es a user about a certi ed e-mail
messagelt is generatedby a Turms_agent.

{ CancelMessis an Invitation ~Mess which has the Subject eld consisting
only of the word 'Cancel' indicating that the transaction was refused. The
body of the messages ignored. It is generatedby a MUA, in reply to an
Invitation ~Messcoming from a Tur ms_agent.

{ Accept_Messmessagés similar as structure with the CancelMess, but the
Subject "eld consistsof the word 'Accept' indicating that the transaction
wasaccepted.The body of the messages ignored. It is generatedby a MUA,
in reply to an Invitation _~Messcoming from a Tur ms_agent.

{ Transaction_CanceledMessindicates that a transaction was canceled.It is
generatedby a Turms_agent.

{ Veri able _Encryption Mess cortains a veri able encryption message.lt is
generatedby a Turms_agent.

{ Original _Messand_Key contains the body of an Original _Messand the key
usedto compute the HMA C value applied on the Original _Messthat was
sert in the corresponding (has the sametransaction identi er) Hmac_Mess.
It is generatedby a Turms_agent.

{ Signature_Mess corntains a RSA signature of an HMA C value of an Origi-
nal_Messmessagelt is generatedby a Turms_agent.

In responseto an event, a Turms_agent can take actions that will result in
sendingmessagesnd/or saving additional data on the disk. Considera scenario
in which the sender A wants to send a certi ed e-mail to B. We make use of
the following notation: A's domain is denoted by domain, and B's domain is
denoted by domaing, the Turms_agent programs corresponding to A's mail
sener and B's mail serer are denoted by tur ms_agent, and tur ms_agentg,
respectively . Finally, usera and userg represen the MUAs at A's site and B's
site, respectively.

The protocol consistsof the following steps:

Step 1. usera sendsthe Original Messmessageusera sendsthe Original _Mess
messageo an alias de ned for B, certif ied_B say, which includesthe addressto

which the mail is sent. The addressshould be pre xed with the pre x speci ed

in the Exim con guration Te (seeFigure 3), should be sert to the local mail

sener and should contain enough information to allow to recover the actual

remote address. Exim will deliver the messagevia the pipe transport to the

tur ms_agenta program. The result of this stepis that tur ms_agenta will receive
the Original _Mess.

Step 2. tur ms_agenta receivesthe Original _MessmessageWhen the message
is received by tur ms_agenta, the agent createsa unique identi er for this new
transaction: timestamp j processid j host.id. Then it processeghe message,
savesthe body of the messagealong with someheaderinformation. It generates
a key that will be usedto compute a HMA C of the body of the messagesaves
the key on the disk, computes HMA C of the messagesavesthe corntent of the

messagerecoversthe real address,generatesa Hmac_Messwith the HMA C value

just computed and sendsit to tur ms_agentg . The type of the messagealong with



the identi er is speci ed in the address.Also the reply addressis updated such
that the mail appearsas coming from a turms_agent(by adding the pre x). The
result of this stepis that tur ms_agentg will receive a Hmac_Mess.

Step 3. tur ms_agentg receivesthe Hmac_Messmessage When tur ms_agentg
receivesthe Hmac_Mess, it savesthis information on the disk and generatesan
Invitation _Mess,and sendsit to userg, notifying about a certi ed e-mail message
for him, and asking him to reply to this messagewith 'Accept’ written in the
subject, if he acceptsthe messagepr 'Cancel’ if he refusesit. The result of this
stepis that userg will receive an Invitation _Mess.

Step 4. userg receivwesthe Invitation _MessmessageWhen userg receivesthe
Invitation _Mess, he will reply either with 'Accept’ or 'Cancel’ in the subject.
The result of this stepis that tur ms_agentg will receiwe either an Accept_Mess
or a CancelMess.

Step 5. tur ms_agentg receivesthe Cancel MessmessageWhen tur ms_agentg
receives the CancelMess, it generatesand sendstwo Transaction_.Canceled-
_Messmessagespne to userg and the other to tur ms_agent, . The transaction
is closed.The result of this stepis that both userg and tur ms_usera will receive
a Transaction_.CanceledMess.

Step 6. tur ms_agentg receivesthe Accept_MessmessageWhen tur ms_agentg
receivesthe Accept_Mess,it recovers the HMA C value of the messagerom the
disk, then computesthe veri able encryption of B's signature, and generatesa
Veri able _Encryption _Mess messageand sendsit to tur ms_agents. The result
of this stepis that tur ms_agent, will receive a Veri able _Encryption _Mess.

Step 7. tur ms_agentg receivesthe Transaction_ CanceledMessmessageWhen
tur ms_agentg receivesthe Transaction_.CanceledMess,he sendsit to user, and
deletesthe HMA C and the OriginalL _Messinformation saved on the disk in step
2. The result of this stepis that userp will receive a Transaction CanceledMess.

Step 8. tur ms_agent, receivesthe Veri able _Encryption _MessmessageWhen
tur ms_agent, receivesthe Veri able _Encryption _Mess, it veri es that the mes-
sageindeed contains a RSA signature. If yes,it recovers from the disk both the
body of the Original _Messand the key usedto compute HMA C value, generates
the Original_Messand_Key messageby concatenating the key to the message
and then sendsit to tur ms_agentg . Also the Veri able _Encryption _Messis sert
to usera. The result of this step is that tur ms_agentg will receive an Origi-
nal_Messand_Key messagend user, will receive a Veri able _Encryption _Mess.

Step 9. tur ms_agentg receives an Original _Messand_Key messageUpon re-
ceiving an Original _Messand_Key messagetur msij _agentg computesa HMA C
on the body the received messagewith the key he just received and it compares
it with the HMA C data saved on the disk in Step 2. If they are the same, it

computes B's RSA signature on the HMA C, generatesa Signature_Mess mes-
sageand sendsit to tur ms_agent, . If the two HMA C valuesare not the same,
then tur ms_agentg generatesand sendstwo Transaction_.CanceledMess mes-
sages,one to userg and the other to tur ms_agenta. The result of this step
consistsof two messagesuserg receivesthe Original_Messand tur ms_agenta



receivesa Signature_Mess,or both userg and tur ms_agent, receive a Transac-
tion_CanceledMess.

Step 10. tur ms_agenta receivesa Signature MessmessageWhen tur ms_agentpa
receivesSignature_Mess,it sendsit to user, and cleansall the auxiliary “Tes used
during the transaction.

In order to have the protocol described above working correctly in the case
whenthe messageorntains oneor more attached les, someadditional processing
needsto be done:the corresponding MIME information from the messagéeader
needsto be saved when the original messageis processed.This information is
used when the messageis nally sert to the user (step 7), to make sure that
MUA understandsthat the messagecarries someattached Tes.

We usedthe following set up for dewveloping and testing our system.The web
interface running on a Linux machine dual 450MHz Perntium I, 128MB RAM,
running Apache Web Sener. We tested our systemin a con guration of two
virtual domain names(securemaill.cs.jlu.edu and securemail2.cs.jln.edu), eah
sened by an Exim sener version 3.14. The macdhines were 300MHz Pertium 11,
256 Mb RAM, Linux boxes (2.16 kernel). The program PINE [20] was used as
Mail User Agent.

6 Conclusions

We preseried a very excient o®-linecerti ed e-mail system. Both the recipient
and the TTP can be setto be statelessand the recipient can assumea passive
role without being involved in dispute resolutions so that the burden of solving
a dispute is given only to the sender,the initiator of the protocol.

We implemented a prototype (TURMS) of the protocol and we reviewed
some of the technology available today that could be employed to e®ectiely
build any certi ed e-mail system.
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