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Abstract— The goal of service provider federations is to sup-
port a controlled method by which distributed organizations
can provide services to qualified individuals and manage the
identity attributes at an inter-organizational level. In order to
achieve secure and controlled sharing of identity informaibn
and services, different types of policies need to be enforde
Moreover, it is necessary to record information on interactons
among the federation entities in order to make authenticatn
and authorization decisions able to take into account the aivity

history. To achieve these goals we propose a comprehensiv

assertion language able to support description of static ah
dynamic properties of the federation system. The assertian
are a powerful means to describe the behavior of the entities
interacting in the federation, and to define policies contrdling
access to services and privacy policies. Precisely, we pide a
set of consistency checks that are required to assure corrgess
in the behavior of the system. We also present a grammar for
defining flexible and expressive policies based on these as&ms.
We also propose a log-based approach for capturing the histg
of activities within the federation; in our approach, the log

is implemented as a set of tables stored at databases at the

various organizations in the federation. We illustrate how by
using different types of queries on such tables, security mperties
of the federation can be verified.

I. INTRODUCTION

e

to asidentity attributesor identifiers about users. An emerging
approach to address issues, such as interoperability sacros
different domains, related to identity management is based
on the notion offederations[6], [9]. The goal of federations

is to provide users with protected environments to federate
identities by the proper management of identity attributes
Federations are usually composed by two main entities-iden
tity providers (IdPs), managing identities of individuaénd
service providers (SPs), offering services to registereti-i
viduals or users. IdP’s and SP’s can actually be implemented
by same servers. Federations provide a controlled method by
which federation members can provide more integrated and
complete services to a qualified group of individuals within
certain sets of business transactions. By controlling topes

of access to participating sites, by enabling secure, €ross
domain transmission of users personal information, faaeTa

can make more difficult the perpetration of identity frauds,
as well as their frequency, and the potential impact of these
frauds.

Federations require a number of different policies to be
properly set and updated over time. In particular, relepafit
cies are the security and privacy policies; they are crunial

quay a glopal information infrastructure connects remoliqer to assure that identity information are strongly @cted
parties worldwide through the use of large scale networkgsross federations. A possible categorization of theseips!

relying on application level protocols and services, sush

% as follows.

recent web service technology. Execution of activities in

various domains, such as shopping, entertainment, bgsinesl)
and scientific collaboration, and at various levels wittinge
contexts, is increasingly based on the use of remote ressurc
and services. The interaction between different remotely-
located parties may be (and sometimes should be) based
on little knowledge about each other. To support these rich
experiences and collaborations, more convenient IT (mésr

tion Technology) infrastructures and systems are needed. W
expect, for example, that personal preferences and profiles
of users be readily available when shopping over the Web,
without requiring the users to repeatedly enter them. Irhsuc

a scenario, digital identity management (IdM) technology
is fundamental in customizing user experience, protecting
privacy, underpinning accountability in business tratisas,

and in complying with regulatory controls.

Digital identity can be defined as the digital representatio
of the information known about a specific individual or orga-
nization. As such it encompasses, not only login namesr{ofte
referred to amyms3, but many additional information, referred

Resource Authorization Policies:A resource authoriza-
tion policy defines the conditions that a subject needs to
satisfy in order to be authorized for the resource the
policy is specified for. Here, sesourcecan be either a
service by a SP or, more generally, any object accesses
to which have to be controlled. Resource authorization
policies are specified using assertions, that typically
require attributes and/or certificates proving identities
and/or properties of the requesting users. Resource au-
thorization policies can also be prioritized. For example,
some preliminary authorization policies by a given SP
may check, before making other checks, if the user
has a valid single sign-on identifier for the federation.
From the user’s perspective he/she could first validate
the service provider federation certificate. The validatio

of the web service provider certificates by the client
is important in order to prevent phishing attacks [1].
Complex resource authorization policies are required
for a fine grained access for the party’s resources.
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2)

3)

Services are the main kind of resources provided by
the federation. For each service there could be different4)
authorization policies allowing a subject to qualify for
the service. The service that a subject receives may
depend on the identity information the subject is willing
to disclose to the service provider. For example, if the
requester supplies the service provider information about
his/her name, address and credit card number, the full
version of the service may be provided, as compared to
when the requester only gives information about his/her
name and address and a thus a trial version of the service
is given for a limited time of 30 days. For other types of
resources, like attributes and certificates, similar pedic
can be defined and used during the negotiations. For
example before giving the attribute credit card number,
the requester should prove it is a member of the Better
Business Bureau (BBB).

Service Provisioning Policies:The resource authoriza-
tion policies for the services may have different ways
to authorize a user for a given service. The criteria 5)
associated with service provisioning may depend on
how the user is qualified for the service. Some of these
criteria are related to the use of the resources, i.e. the
number of times the user can access this service [14],
periodicity-based, i.e. in which time intervals is this

erences of the user intending to get the services.
Privacy Preferences Policies:These policies specify
the terms and conditions under which the attributes
and/or certificates of the user can be shared within the
federation. For example, a user can require that his/her
attributes never be used for marketing. Here, we assume
that attributes are only shared when a user attribute is
required in order to complete a negotiation initiated by
the user with the federation. Users should be able to
express privacy preferences likBhare my attribute x
with a service providers from which | have successfully
received a service in the pastThus, while describing
the user privacy preferences it should be possible to
include the context of user's past experience within
the federation and other federation specific properties.
For example there could be a reputation system in the
federation; therefore a user could say which attributes
should be shared with service providers according to
the reputation of the SP.

Federation Agreement Policies:Federation agreement
policies determine how to form a federation and what
compliance rules and conditions a service provider needs
to satisfy before it joins it. Additional agreements among
a subset of service providers in the federation could also
be specified through this type of policies.

service going to be available, and even the version An example to illustrate these different types of policy is
of the service, for example a trial version versus given in what follows.

full version. Separating service provisioning policies

from authorization policies is especially useful whefx@mple 1 Consider a federation of three SPs. One is the
the authorizer and the service provider are two distinEf’2rmacy which provides medicines to users. The second and
yet collaborating entities. This approach achieves a filfd"d SPs (say HA and HB) collaborate together to provide

grained control over the policies.
Service Provider Privacy Policies: This type of pol-
icy describes how a given service provider manag

the health information to users authorized to view this finfo
mation. HA first authorizes the requester, and HB provides th
gformation depending on how the user was authorized. HA

attributes and certificates of the entities it has intexacté called the Health Information Authorizer, while HB is the
with. An example is represented by the current p3pealth Information Provider. The requester always intésac

policies [10] published at some web services. Serviddth HA in order to access the desired information.

provider privacy policies have to meet the privacy pre

{Also consider two users Alice and Nora representing twogype

of user. Alice is an external user and Nora is a nurse in the



Pharmacy, and due to her affiliation with the Pharmacy shassertions and illustrate several advantages of our eoluti

is also a user member of the federation. Finally, in section VI we analyze work similar to ours and in
The main entities of the example are illustrated in Figure $ection VIl we conclude the paper.

Here, the different types of policy are represented using a

legend format. First of all, federation agreement polices Il. OVERVIEW

enforced, to let the SPs to form the federation and estabrggerations are characterized by different types of entity
lish internal collaborations. Once the federation is skg tinteracting among each other for various purposes. Théemti
Health Information Authorizer, shown in Figure 1, executesoved in a federation are mainly users and SP’s offering a
the following tasks: 1) authorizes the valid requesters, 2n .oqq 1o requesting users. Users are typically identifiezlityir
provides them information on how the user attributes will bggn ids, assigned by IdP’s. Interactions can occur between
used. Its activities are thus based on authorization @sliCijiterent types on entity: SP's and SP’s for exchanging user
and the privacy policies. The Health Information Provideaata; users and SP's for accessing a resource, and pramigion
instead, 3) provides the service and therefore uses th&eery jgentity information; SP's and external authorities: feri-
provisioning policies. Since the Pharmacy supports aHeehrfying users’ data. Typically, a federation has an estabiistit
functions, it uses all the corresponding types of policy.  phase during which the different entities join, and an etioh
Users Alice and Nora specify policies stating which entfly iphase during which members interact among each other in

authorized to receive their attributes and certificated, @ro order to exchange services and other information. Among all
under which conditions these can be shared in the federatig{é possible interactions in a federation, in this paper we

They therefore use the authorization policies and the USgEys on actions related to authorization processes fortreem

resources preferences policies. _ _ users. The process of authorization consists of granting an
Because enforcing all these types of policy require a largghenticated user access to a service he/she requested to a

variety of information, it is important that the federat®M gp \we thus limit ourselves to considering actions that may

systems be able to provide answers for various kinds Qf (ejevant for authorization decisions, such as access to a
queries. This requires an expressive language not only dgice

describe basic queries ,bUt also_ (_:gpture the history .and e, order to be authorized to services, users are required
state of users’ and providers activities. For example aiserv,, satisfy specific conditions, stated in the corresponding

provider should pe able to dete_rmme if a given user h%%licies. Here, we consider federations adopting atteibut

successfully received some services by the federatioro Al§g,qaq approaches to assign privileges to &isérs such our

by analyzing the users’ interactions, service providersido pqion of resourceincludes both services, user attributes and

be able to detect malicious users trying denial of servigety .o ificates. Users might adopt privacy preference palicie

attacks. ) . specifying whether or not attributes and certificates them o
The goal of our work is to present a policy language fQly, pe shared in the federation.

federations, able to address all the mentioned requirement ;o actions taken by SP's and users for authorization

'I_'he language W€ propose IS based on a rich and EXPrESINR be described as steps of pre-defined protocols. In our
library of assertionsin Fhe paper, we do not pnly present th?ramework, we describe such actions using the noticasser-
grammar of the assertions, but we also define the underlylﬂgn_ Each assertion is defined in terms of the main interacting
semantics of the _propose_d_ Ianguage_ constructs thr_ougrh rs, a time-stamp (if relevant for that operation), atiteo
_num_ber_ of constraints defining assertion dependencies rmation relevant for authorization (such as the polioy
implications. The constructs of our language can also g% satisfied). Time plays a fundamental role in describing

used fo_r spec.ifying protocolls and for dgﬁning flexible an ctions of a system. The validity and truth of some actioes ar
expressive policies. We provide an operational approasbdnaactua”y strictly tied to the time the action is executed. fies

on the assertions to support event logging, Correcmes"Ekshedistinguish between assertions specifying static progeexf

of the user actions, and _hlstory tracking for the relevaenés . tederation from time-based assertions. The first claas-o
pccurreq in the federation. Finally, we also show _hOW USEErtions, referred to ampecification assertionsnodels actions
|nform§1t|0n flow can be controlle(_tl and how we can infer useg, resenting properties that the referred entities pesddse
data without the neeq c.)f ad hqc mference engine. To the b§§ ond class of assertions, referred t@eescution assertions
of our k_nowledgle_, this is the first time an_ass.ertlop.Iangua%”ects assertions that depend on specific actions of ttie en
supporting specific capabilities for managing identitiéshe ties in the federation. The assertions our language is ceatpo
user has be_en_ proposed. . i of, capture the dynamic events occurring in the federatioa i
The remaining of the paper is organized as fOIIOWS_‘ Neélﬁep by step, constructive approach. We are also able tifgpec
section prese_nts an overview of our SOIUt'Or_“ Section IHuthorization protocols by specifying the flow of actionatth
presents the library of assertions we have devised. Incparr%ij:ould be taken, and thus pose solid basis for the design of

ular, In Segtlon I.II-C V\{e_analyze the main constrq|nts aNrotocols able to detect possible misbehavior. Furtheemor
logical relationships existing among the different assas.

In Sch_on IV we prese_nt the grammar for policy fo_rmulatlon. INote that this approach is also valuable in case of role bappdbaches
In Section V we provide a relational representation of owecause roles can be described through attributes.



we express invariants in order to check security propedies of the various policy constraints and assertions. Theivesl

the system and of the actions performed by the federatioarrespond to the respective types of constant symbols they
members. The policies we propose exploit the notion oépresent.

assertions, so that a member can express any type of policifhe Federation Constant SymbolsThe main elements in
based on the previous actions recorded in the system. We ats® federation framework are:

develop a relational representation of the federation log t
keep track of the members activities. More precisely, from t
architectural point of view, we consider a federation cosgub

by multi-database systems, which include a database fdr eac
SP. Each database is under the control of the SP with which

« All users(l{) is the universal set of all possible users.
o Users(U C U) is the set of registered users who are

identified by their single sign-on (SSO) ID. It is assumed
that the users IdP can be inferred from the SSO of the
user.

is associated and enables access to local data from the othgr || service providerS) is the universal set of all possible

SP’s. Some middleware is used to allow a single query to
span multiple SP’s, without requiring the database serters
implement distributed query processing. This middleware i
prevalent in current IdM systems and provides services such
as identification, authentication, authorization, diogiets, and
security. The log relation can be horizontally partitioragd
the providers involved in the recorded events. Partitigris
needed since individual assertions are collected locakkaeah
SP. These partitions can be combined when queries on theg
global log is made. The partitions of other SP’s may also
be replicated at a given SP if the records are referenced
frequently for satisfying that SP’s local policies. In thesr

of the paper we however consider the classical view of multi-
database system, which is viewed as a centralized datatrase f
its users. Figure 2 shows the architectural componentsesf us
clients and SP’s. Thianguage and modelslock in the center

of the diagram corresponds to the main contributions of this
paper, that is, the assertion library, the policy grammad a
the relational database with its respective access caetfadibd
components. As shown, the most important components for a
SP are: a module for policy manager, a subsystem collecting
and managing remote attributes and credentials, and assacce
control module to enforce access control and policies. Hee u
client components are: a local policy manager, an attribote
credential management system, and the interface by which
the client interacts with the federation. In [15] a detailed
SP architecture with the trust negotiation components was
presented.

In this section we formalize the building blocks for our
language for federations. We start by defining the various
symbols in the language. We then provide a comprehensive
list of assertions modelling the events and the propertfes o
a federation. We also illustrate the integrity constraithiat
should be preserved in order to ensure correctness of the
system.

L IBRARY OF ASSERTIONS FORFEDERATION

A. Federation Symbols

Symbols denotewhich entities are involved in requesting
and providing the services together with satisfying servic
requirementswhat are the resources involved; arthw we
determine that the access control on the resources is temisis

service providers.

Service ProvidergS C S) is a set of service providers
within the federation under considerati®SP’s are iden-
tified by unique identifiers such as, for instance, their
associated public keys.

All external trusted third partieg€) is the universal set
of all parties outside the federation, which are referred
for the verification of certificates issued by them.
ResourcegR) denotes the set of resources available in
the federation. Resources are classified into three pessibl
classes, that is, attributes, certificates and servicash Ea
class has an associated set of descriptors, collecting
attribute types (denoted asg), certificate types (denoted
as¢), and service types/{), respectively. Each resource
r € R is always defined in the context &f or S. For
example, we denote attribute of typg of userU; as
Ry;'. Similarly, we denote resource of typg of SP’

as R?P,. If the owner of the resource or the type of
resource is unknown or not relevant in a given context,
then a special symbal is used instead of the respective
symbol. For example, when the attribute type of a user
U; is not relevant we usﬂﬁ_.

« Policy constraints or Policie}éC) is a set of policies used

to establish authentication and authorization requirdmen
for elements inR, and to regulate sharing of resources
in the federation. We assume that for eaBl there

is a policy setCRt C C defined by the corresponding
resource owner which does not change over time. The
subset can possibly be null for unprotected resources.
Different types of policies are expresseddnAccording

to the taxonomy proposed earlier in the pajgécontains
Resource Authorization Policiésr each SP resourcé” .

C will contains the policies specified by the users, that is,
policies for protecting attributes and certificates, dfees

as Privacy PreferencesSetC might also contain SP’s
organizational policies for preserving the privacy of its
users, calledService Provider Privacy policiedVe do

not includeFederation Agreement Policida the C set,
since they are usually off-line business agreements like
[7] and their formalization is outside the scope of this
paper.

o Time(T) is the discrete time in the system. We assume

with the_ original mtentlon_s of the res‘?urce_ owner. We _defl_nezln this paper we consider one federation, thus multiple rigtitns are
the variable symbols which are required in the specificati@atside the scope of this paper.



closely synchronized clocks in the federation to uniformly user was authenticated. For a subject to be seamlessly

record the time. authenticated from one SP to another it should be
o Natural NumberqN). possible for an SP to determine how the subject was
The Federation Variable Symbols. Variable symbols cor- authenticated in the first place.

responding to the constant symbols given are denoted by2. Execution assertions £P). Execution assertions model
Vu, Vs, Ve, Vu, Vs, Vg, Ve, Vo and Vi respectively. The dynamicevents The truth of such assertions is given by the
variable symbols are placeholders in policy statements fattions of a user or a SP at a given point in time. Because the
their respective types of constant symbols. All user ternisne of each event is recorded, execution assertions are the
denoted byUT would therefore be equal to the skt; U key to determine the history of events in the federation. The
U UV, UU. Similarly we have service provider ternfsl’, complete set of assertions belonging this class is repamted
external authority termgT’, resource termsT’ containing Table Il. We describe the most significant ones in more detail
RT, R‘iT, RfT, policy termsCT, terms denoting time as in what follows.

TT and finally the number termisT'. 1) 1"6source_request(a:req,:cpmv,rL . The semantics

1;)7“011)'

The Federation Assertion Symbols.The assertions we of this assertion is that,., has requested:,,, for
prow_(]il_e ftal_re orgamtz_ed into forl:_r r:Jllstlnc_tdse;tﬁ. (fl) ta setd of resourcejpm. peq AN 1,0, could be either a SP or
speciiication Iassgr |onES73) which prr(])wfed € fac szan a user. The resourcet ~ could be an attribute
assertions related to the entities in the federation; (2kta s certificater?  or servicer? .
of execution assertions£P) which help in determining the _ prov prov . L

) . . ) ) 2) authorize_access(rreq,C,.  t): If this assertion is
events; (3) a set of planning assertigi3P) which give the rov - g
L : s true, then the requester has satisfied all the conditions
restrictions to disallow or mandateP C £P; and (4) a set of . . . . ) o
; . . given in the policy constraints and is qualified to re-
comparison assertion€P), to represent the comparison op- : | .
. : . . ; . ceive the resource at timet. rreq here represents
erations. Comparison operations include the binary patelic . proy .
X the main elements of aesource_request, that is: the
=, the arguments of which are elementstfi’, ST, RT,CT S ) :
) . requester, which is ether a user or a SP; the provider,
andNT', and binary predicates, <, >, >, the arguments of g ST ] :

. . : . which again is either a user or a SP; and a policy.
which are elements itV and T. Assertions inSP,£P and Authorization decisions are made through a negotiation
PP are described in Tables I, Il and Ill, respectively. The 9 9
arguments of the assertions are typically simple terms from

process; basically such process requires verifying that
UT, ST, RT,CT and NT. More complex assertions can be the attributes provided by the requester satisfy condition
specified by combining other assertions as given in Table 1lI

of relevant authorization policies.
for PP. Here, a conjunction ofP, £P,CP andPP itself is 3) provide_resource(rreg,t): The truth of this assertion

used. The semantics of the language and detailed explanatio _depends %n th_e typfe of re_sourt;]erm_zq.alf the reiource
of the most significant assertions are given in the next@ecti IS some identity information, that is;;, , or r '

Tprov

then this assertion implicitly provides information on

B. Semantics of Assertions which of the user’s identity information is released to
In this section we provide the semantics of the introduced  the provider. In case the resource is a servgbpgw, the
assertions and specify the relationship among them. lricpart assertion indicates the time from when the resource is
ular, in Section 1lI-C we discuss the main implications amgon available for access.
the most interesting assertions. 4) wverify_resource(x,vk,,..,t): The truth value of this
1. Specification assertions §P). Specification assertions assertion essentially states the validity of the infororati

can be determined statically for a given federation. Byi-stat provided by the resource. Typically,. ... is either a
cally we mean that no specific action has to be executed to 2, ... orre, ... The issuer of the certificate is usually
determine their truth values. As such the validity of thipay the designated verifier, and it can also be outside the
of assertion can always be checked, and therefore they do not federation.

depend on time. Non-obvious details of some of the assertion 5) begin_access(req, Tprov: Tprops ): If this assertion is
belonging this class are as follows. true, the requester, ., has started accessing the resource

1) possess_resource(x,r+): A user or SP maypossess rL _ at timet. The timet is relevant especially for

prov
a resource even if it does not own it. This assertion  cases in which the access time is different from the
models the case of a particular SP acting as the IdP for time the corresponding authorization (see assertion 2)
a particular user and providing the identity attributes of ~ was granted.

that user. This assertion helps in identifying the location 6) abort_access(wyeq, Ipmvﬂ“émmt)i If this assertion is

of resourcer;-. true, the requester,.., started accessing the resource
2) resource_authr_policy(x,ri, C,..): If this assertion is r;mj but aborted the access at timeThe information
true for x, which is either a user or a service provider, about abortion of a resource access may be used in a
x can provide resource’ if the policy C,. is satisfied. policy as criteria for providing (or denying) services.
3) SP_authn_policy(sp,C'1): This assertion states thatthe 7) success_access(Treq, Tprovs Tzfmv, t): If this assertion is

C, policy requirements ofp were satisfied when the true, the requester,., successfully completed accessing



Assertion Arity  Argument Types  Meaning

registered 1 ur If registered(u;) is true it would mean that,; € U and is represented by a
valid SSO identifier .

member 1 ur If member(u;) is true then the uset; € U is affiliated or is an employee
of an organization in the federation.

SP_member 1 ST If SP_member(s;) is true then the service providet € S and is a valid
federation SP.

resource_owner 2 UT|ST, RT If resource_owner(zx,ry) is true thenz € (U U S) owns resourcey € R
which can be provided under policy restrictions.

TeSoUTCce_possessor 2 UT|ST,RT If resource_possessor(x,ry) is true thenz € (UUS) has resources € R
which it does not own but which can be provided under polictrietions.

resource_verifier 2 ST|ET, RT If resource_verifier(x,ry) is true thenz € (£U S) is authorized to verify

resource_authr_policy

S P_authn_policy

the validity of the resource; € R. Generally the resource verifier is the
actual issuer of the resource but there could be delegatibréties within
and outside the federation which can do the verification

3 UT\|ST,RT,CT If resource_authr_policy(:c,*rj.‘,C’TIL) is true thenz € (U U S) offers
resourcery € R and has authorization policies, € C for that resource.
2 ST,CT If SP_authn_policy(sp,C1) is true thensp € S has authentication policies

C, . These authentication policies specify which user attebare verified to
authenticate this user.

TABLE |
SPECIFICATIONASSERTIONS

Assertion Arity  Argument Types Meaning
authn_user 4 UT,ST,CT,TT If authn_user(u,sp,C,t) is true then at time, useru was successfully
authenticated by SBEp in accordance to the authentication polic&s.
resource_request 4 (UT|ST), If resource_request(requester, provider, rjmmt) is true, then at time,
(UT|ST|ET), the requester requested for therovider’s resourcery,.o,.
RT,TT
authorize_access 5 rreqc,CT, TT If authorize-aceess(rreq,Crﬁmv,t) is true then the requester successfully

qualified for the provider’s resource at time by satisfying the policy
constraintsC’Tmeu .

provide_resource 4 rreq, TT If provide_resource(rreg,t) is true, then at time, provider is enabled access
or transmitted the requested resource to the requester.
verify_resource 3 (ST|\ET),RT, TT If verifyresource(x,Tauner,t) is true then at time, = € S U & verified
the validity of the resourceZ,, ...
begin_access 4 rreq, TT If begin_access(rreq,t) is true then at time, the requester who was qualified
for the resource has started accessing that resource.
abort_access 4 rreq, TT If abort_access(rreg,t) is true then the requester qualified for the resource
but still aborted the transaction at tine
success_access 4 rreq, TT If success_access(rregq,t) is true then the requester who was qualified for
the resource got it successfully at time
TABLE Il
EXECUTION ASSERTIONS
Assertion Arity  Argument Types Meaning
cannot_access 3 UT|ST,conjunction of specifica- If cannot_access(z, {registered(..) A
tion,execution or comparison andauthorize_access(..)}, R) is true it would mean that if
atomic literals,R requesterz is registered(..) and has successfully qualified

must_access 3

for the access the resource defined in that assertion, then
resourceR cannot be granted to.
UT|ST, conjunction of specification If must_access({x, success(..medicine)
execution or comparison and atomic}, resource_SideAf fects) is true it would mean that
literals, R if requesterz has successfully got anedicine then that
entity should also accesesource_SideAf fects.

TABLE Il
PLANNING ASSERTIONS



the resource ., at timet. that the provider possesses the resource and the related

p/”O'U . . . . . .
3. Planning assertions PP). We define two planning as- authorization policies”,. ~~ are satisfied.
sertions. The first one specifies testrictionsfor a resource, o begin_access(Treq, Tprov, Tay,p0 t2) — {Treg € U U
while the other specifiepbligations if certain constraints S, Tprov EUU S, 15 € Rtz €T

are satisfied. These assertions are related to a resource andauthorize_access(Treq, TprovsTa,, 00 —11) A (B < t2)}
defined by the owner or possessor of that resource. Examples This implication requires the beginning of an access to

illustrating the usage of these assertions are providedjur& be subsequent to a corresponding request successfully
4, authorized by the service provider.
1) cannot_access(xg, A{conjunction of SP,EP,CP, PP o abort-access(Treq, Tprovs Ty, f2) -
and/or term, r ). This assertion states the prohibi-  {req € UUS, Zprov €U UL& Tapron € Fotr €T
tion for a userz, to access resouree,,,. It is defined begin-access(Treq, Tprov, Tay,gnr - 12) A (t1 < 12)}

using the terms, introduced in Section I1I-A, and asser- s success_access(Treq; Tprov, Ty, 13) —

tions themselves:, (either a user or a service provider) {Zreq €UUS, Tprow €UUS, 15 €R, t1 €T|

verifies this assertion, if it verifies the conditions given — begin_access(req, Tprovs Tz, gy s t1) A

by the conjunction of assertion instances and atomic (Not(abort-access(Treq, Tprov, Ta,,0,-t2))) for to < t1 <
terms. ta <t}

2) must_access(xzo, A{conjunction of SP,EP,CP, PP The two last implications state that either the abort or
and/or terms, r-_ ). If this assertion is true then the ~ the success of an access operation is subsequent to a

prov

entity z,, either a user or a service provider, satisfies ~corresponding begin access.

the conditions given by the conjunction of assertion

) . X . ased on these derivation rules, we now introduce the notion
instances and atomic terms, and is therefore obligate . . . . !

Of terminal assertionsTerminal assertions essentially mark
to access the resoures;

rov? the end of a protocol, such @&siccessiccess, aborhccess
If a terminal assertion is true, then all the other assestion
it implies are also true. The terminal assertions are ipferr
Derivation rules, also referred to asplications are used to by using the above derivation rulespresented. When the ter-
represent logical implications holding among differerseas minal assertion is the hehaf a derivation rule, the asser-
tions and integrity constraints. Satisfaction of such t@msts tions given in the body of the rule is recursively unfolded
should be verified as the corresponding actions occur. Te determine the transitive closure of this terminal asser-
number of possible implications is high, and we report hetyn. For examplesuccess_access is the terminal assertion
the most interesting ones. with begin_access in its body. Also, begin_access is the
o resource_possessor(z,Ti) — registered(x) head for authorize_access which in turn is the head for
This implication is time-invarariant; it states that if arresource_request. Therefore the closure ofuccess_access
entity possesses a resource, then it is a registered eniﬁt){begin-access <l authorize_access < resource_request}

C. Derivation rules for Assertions

in the federation. where < denotes an ordering in the closure. The terminal as-
o resource_owner(z,ri) — resource_possessor(z, ) sertion can essentially assert the truth value of its closuthe

This implication is time-invariant; it states that if an it defined order. Regarding the specification assertions,ehe t

owns a resource, then it also possesses it. minal assertion is-esource_authr_policy. For the execution

assertions the defined terminal assertionssaxgess_access

o resource_authr_policy(x,m3,C,1) — {x € UU S, ry €
s and abort_access.

R,C.1 € C|resource_possessor(z,ry)}
This implication is time-invariant; it states thatifanigpt ~ Conflicting requirements can be detected automatically
has authorization policies for a resource, then it algb the set of conflicting assertions are pre-defined by the

manages that resource. system. Objects for which this type of requirements can
o resourcerequest(Treq, TprovsTay, 0, tl) — {z € U U be checked are either policies, as specified in Section
S,r+ e R|possess_resource(:1;prov7riﬁpTou)} IV, or logs. (see Section V). Some interesting conflicting
This implication states that a resource request is val@gsertions, denoted by operatap, are listed below:
only if the provider also possesses the resource. abort_access(rreq,t) ® (success_access(rreq,t1)) wheret, > ¢
o authorize_access(Treq, Tprov, Tipmv’crépmuvt) — {Zreq € cannot_access(x, R) ® must_a'ccess(y, R)
UU S, 2pros € UUS, ripmv € RC,. ccCte cannot_access(x, R) ® authorize_access(rreq,y)

WA must_access(x, R) ® cannot_access(y, R
Taprounr 1) A (H1 < ) A (z, R) (y: R)

resource_authr_policy(Tprov, rjmou , O’"fpmv )}

This implication depends on the time thathorizeevent
occurred. If an entity (the provider) authorizes a requeste

for a resource, this implies that at an earlier time thes; 4 _, A ¢ where A, B andC are assertionsd is called the head
requester had requested such resource. It also implies B and C is called the body.

T|resource.request(Treq, T .
| quest(Treq, Tprov, must_access(z, R) @ authorize_access(rreq,y)



policy_set ;= targets provider targets
;1= target targets

| target
target ::= policy_conditions requester provider
resource
% target denotes under which conditions
% gi ven resource 1) can 2) cannot and
% 3) nust not be accessed
requester 1= service_provider_id % SP menber if the federation identifier
| user_id % User SSOid in the federation
| _ % wi | dcard when the exact id of requester
% is not relevant
provi der service_provider_id
user_id
resource resource_id % resource id in the federation
policy_conditions true % enpty policy
fal se % policy can never be satisfied

one_policy_condition (and) policy_conditions % conjunction of policies
one_policy_condition (or) policy_conditions %disjunction of policies

one_pol icy_condition % one single policy
one_pol i cy_condi tion specification_assertion %static assertion of a federation
| execution_assertion % dynam c event in a federation
| pl anni ng_assertion % access perm ssion, obligation and

% restriction for a possibly different resource
(not) specification_assertion
(not) execution_assertion
attribute conparison_assertion nunber % Eg. Age < 25
certificate
attribute

Fig. 3. Policy BNF Grammar

IV. PoLICY FORMULATION Example 2 The on-line pharmacysS Ppp,.) sells two drugs
) ) ) ) M, and Ms. S Ppy,,,- also possesses reports providing infor-
Every user and service provider in the federation has a $g4iion about the corresponding side effects the drugs, hame
of resources to share. Generally speaking, the policy fgr af; g, and 1/5,, which must be disclosed to the drug buyer
resourcer defines the conditions which need to be satisfi§ghen the respective drug is released. It is not safe to releas
before the resource can be released to the requester. M$ and M, to the same subject. Therefore, the pharmacy
mentioned, several types of policy can be used in a federaltig,oq check that if either drug was aquired before by a
for different purposes. In this section we focus on the Mogker he/she should not be allowed to obtain the second drug.
relevant policy types that are needed in a federation, thgt 54gition to the above restriction, for users that are not
is, the resource authorization policieand theuser privacy mempers of the federation, the pharmacy needs to determine
preferences policiesFor the formulation of both kinds of the name of the user, a verification that his/her age being
policies, a grammar is defined (see Figure 3). We use PRater than 25 and a valid credit card number. For users
Backus-Naur notation to describe the syntax of the poligyhg are members of the federation, there is a special deal
language. The proposed grammar is composed of eight M@iere only the age restriction is required. A specificatidn o
rules. The starting symbol isolicy set which, as the name gych policy in our language is given in Figure 4, part (a).
implies, is the set of policies for a federation entity or Consider now the scenario of two users Alice and Nora.

S). The owner of this resource is referred psovider. pjice s a registered yet non-member user of the federation.
The policy.set is basically one or moreargets. Each ghe goes not have any authorization policy for her name and
target IS policy.conditions associated with a given pqe atributes but she wants to make sure that the other party
resource, requester andprovider. If a generic policy for 1 5 BBB certificate before releasing her credit card number
a resource has to be specified, then wildcard valigused gy js willing to federafeher name and age but not her credit
instead of the requester or provider. The target is alway§,y nymber. The corresponding policies are reported intpar
specified in the context of a resourgamlicy conditions (b) and (c) of Figure 4.
symbol, in turn, consists of the conjunction or disjunctiomora, on the other hand, is the nurse who because of her
of one or more conditions expressed in terms of fEderatiB?ofession is a member of the federation. Her age can only
variables and assertions. be disclosed to members of the federation. Also, because for
To illustrate how the grammar can be used to express thgmpers we assume their federated attributes are available
different kinds of policies, we elaborate on Example 1 angit their affiliated service provider, Nora does not federa

show the corresponding policy encoding in Figure 4. In th§s, attribute. Nora’s policy is shown in parts (d) and (e).
example, we report only the policies relevant to the example

scenario. The entities could have several additional fgslim 5An attribute or certificate which is federated means thatit be shared

addition to the ones highlighted. in the federation i.e. given to other service providers ia thderation when
required by them.



(a) Service Provider : Pharmacy’s Resource Authorization Policy Set.
1. AuthPol.SPppqrm = must.access(success-access(Vu, SPpparm, M1), MS1)
2. must_access(success-access(Vy, SPphparm, M2), MS2)
3. cannot_access(success-access(Vy, SPphrarm, M1), M2)
4, cannot_access(success-access(Vy, SPphrarm, M2), M1)
5. resource_authr_policy(Vu, SPpharm, RPharm;>Ched)
6. Crred := registered(Vy) (and)
7. ((member(Vy) (and)
(agevy; > 25)) (or)
8. (nameyvy, (and) (agevy > 25) (and) CreditCardvy))
Here resource® ppqm Of the pharmacy include the medicindg1 and M2 and their corresponding prescriptiodg S1 and M S2.
(b) Non Menber User: Alice's Disclosure Policy.
9. AuthPol_Alice := resource_authr_policy(Vs, Alice, name, (SP_member(Vs)))
10. resource_authr_policy(Vs, Alice, age, (SP-member(Vs)))
11. resource_authr_policy(Vs, Alice, CreditCard, (SP-member(Vs) (and)
BBBvyg))
(c) Non Menmber User: Alice's Privacy Preferences Policy.
12. P?Pol_Alice := resource_authr_policy(Vs, Alice, name, (SP_member(Vs)))
13. resource_authr_policy(Vs, Alice, age, (SP_-member(Vs)))
14. resource-authr_policy(Vg, Alice, CreditCard, false)
(d) Menber User: Nora's Disclosure Policy.
15. AuthPol_-Nora := resource-authr_policy(Vs, Nora, age, (SP-member(Vg)))
(e) Menber User: Nora's Privacy Preferences Policy.
12. P2?Pol_Nora := resource-authr_policy(Vs, Nora, age, false)

Fig. 4. Example Policy Sets

V. RELATIONAL MODEL, QUERY TYPES AND IDENTITY
INFORMATION FLOW

authorize_access at line 8. The following PL/SQL function
translates the consistency check to be executed when this
type of assertion is to be inserted.

In this section we provide an operational approach to
support the assertion language we have developed. We gropos
to use a log of the actions executed by the entities in tRGEATE OR REPLACE FUNCTI ON

federation; such log is stored at a trusted site. The log ean

implemented through a dedicated server which collects and
stores messages corresponding to execution assertioms-rep

ing actions by the interacting entities in the federatioheT
log relation can be horizontally partitioned by the provile
involved in the recorded everftsin our approach the log is
a relational table, defined according to the notion of refati
of the relational data model. Checks for the log consisten

are encoded using SQL-like queries. To ease the presentatio

we use the log table given in Table IV calle8SERT_LOG as
example.

As shown, log records are sorted by time, and each entry

keeps track of the assertion type and arguments. Time sym

TO is used to denote time-invariant specification assestion

Each time an assertion is added to th&ERT_.LOG table,
its validity is to be verified. According to our relational
model, the translation of the consistency checks illustran
Section IlI-C is executed by some queries on ABSERT_LOG

table. As an illustrative example, consider the insertidh o0 WHERE (AL. Assertion

5Due to lack of space we do not not further elaborate on therd¢ide
architecture in this paper.

b check_insert _authr_access(
t ASSERT_LOG Ti ne%ype,
req ASSERT_LOG. Request er %dype
prov ASSERT_LOG. Provi der %dype,
resource ASSERT_LOG. Resource%ype
pol ASSERT_LOG Pol i cy%dype)
RETURN BOOLEAN | S
BEG N
cy check for
SELECT =
FROM ASSERT_LOG AL
WHERE (AL. Assertion
(AL. Request er
(AL. provi der
(AL. Resource
(AL.Time < t)
AS Cond1l;
check for resource_authr_policy
SELECT =
FROM ASSERT_LOG AL

resource_request

"resource_request") AND
req) AND

prov) AND

resource) AND

bol

"resource_aut hr_policy") AND
(AL. Request er req) AND
(AL. provider = prov) AND



Time | Assertion Requester | Provider Resource Policy
1 TO registered Alice@SP1
2 TO TESouUrce_owner SP2 online-book
3 | TO resource_authr_policy SP2 online-book | SP2-BookPdl
4 [ T1 resource_request Alice@SP1| SP2 online-book
5 T2 resource_request SP2 Alice@SP1 CCNatice
6 T3 provide_resource SP2 Alice@SP1 CCN atice
7 T4 vert fy_resource SP2 CCN-Authority | CCN ajice
8 T5 authorize_access Alice@SP1| SP2 online-book | SP2-BookPdl
9 | T6 provide_resource Alice@SP1| SP2 online-book
10| T7 begin_access Alice@SP1| SP2 online-book
11| T8 success_access Alice@SP1| SP2 online-book

TABLE IV

EXAMPLE OF ASSERT_LOG.

*SP2-BOOKPOl:=CC N ..y A count (abort_access (req,SP2, online-book)) where curTime-T < 10min

(AL. Resource = resource) AND query that asks to retrieve possible aborts would be asAsllo
(AL. Policy < pol)
AS Cond2; SELECT P.Time as t, P. Requester, P. Provi der,
IF ((Condl !'= NULL) and P. Resour ce
(Cond2 !'= NULL)) THEN FROM ASSERT_LOG P WHERE
RETURN true; ( SELECT * FROM ASSERT_LOG P1
ELSE WHERE (P1. Assertion = "success_access") AND
RETURN f al se; (P1. Requester = P. Requester) AND
END | F END check_i nsert _aut hr _access; (P1l. Provider = P.Provider) AND
. (P. Resource = P. Resource) AND
The ASSERT_LOG can also be exploited to evaluate aggregate (P.Time <= t+ SysDef.WitTine))

gueries concerning the system, such”agw many resource | s NULL
requests have been made to SP23Uch query requires to
check theresource_request assertion in the log such that This example shows how a SP can deténteouts by

the provider is SP2. It can be formulated as follows: executing the above query periodically. If the SP can detect
possibleaborts then it does not waste resources keeping the
SELECT COUNT(*) FROM ASSERT_LOG AL WHERE state of an open request. This increases robustness of the SP
AL. PROVI DER=" SP2’ AND system and prevents security threats like denial of service
AL. Assert = "resource_request"

Updating theASSERT_LOG by using this detection mecha-

Aggregate queries are useful in understanding the statenégm also helps in keeping the log in a consistent state.réutu
behavior of the entities. The result of these queries may i¥erences from the log can then be made correctly. Updating
required to verify the satisfaction of policy conditionsewren also allows efficient and correct retrieval of the history of
analyze the security of the system by detecting anomali@gtivities in the system.

An example of a policy condition iélf a user has aborted  Our solution also provides mechanisms supporting a
more than 10 transactions then disallow the current reseurcompact representation of th&£SSERT_LOG based on the
request” Regarding anomaly detection using assertions, semantics of the assertions. In order to remove entriesein th
possible application is the following. Consider a SP thdng file without losing important information, we need to
typically manages an average of 100 requests per day. If identify the minimal set of assertions sufficient to recomsit
result of the aggregate query given above returns a valye vére history. The notion of terminal assertions introduced i
different from 100 this would result in the notification of arSection IlI-C can be used to this extent. For example, static
anomaly. and time-dependent terminal assertions are at line 3 and

Temporal queries are another type of query which is indl of Table 1V, respectively. By removing the assertions
portant for auditing and checking activities in the fedierat belonging to the closure of each of these assertions, wénobta
Advances in temporal query languages [13], [3] show that selable V. The information loss during the reduction process
eral applications may benefit substantially from the cdjigbi is related with the temporal references associated with the
of issuing temporal queries. To answer these types of quégmoved assertions. Therefore, the compact represemtatio
in our system, thelime column of theASSERT_LOG has to Of ASSERT LOG may not be adequate for answering precise
be considered. For example, if the auditing mechanism nedegporal queries. However, for all other types of query,
to detect wether ambort occurred the following query canthe compacted assertions can be retrieved by a recursive
be issued*If any service access began at tinie and has unfolding using the derivation rules.
not been completed successfully even by a defined time say
T + SysDef.WaitTime, then it is a possible abort'The Another important feature achieved by the usage of



Time [ Assertion Requester Provider | Resource Policy
2 TO resource_owner SP2 online-book
3 TO resource_authr_policy SP2 online-book | SP2-BookPdl
11 T8 suUccess_access Alice@SP1 | SP2 online-book
TABLE V

EXAMPLE OF COMPACTED ASSERTIONLOG.

*SP2-Bo0kPOl:=C'C' Ny.cq A count (abort_access (req,SP2, online-book)) where curTime-T" < 10min

ASSERT_LOG is the possibility of reasoning about tiflew of The Security Assertion Markup Language (SAML) [8] is an
identity information of the users. In any IdM controlling XML standard for exchanging authentication and authoidnat
how the identity information of its users is retrieved andata between security domains, that is, between an identity
shared is vital. Preventing improper propagation of sugirovider and a service provider. SAML has been developed
information is crucial to the security of the federatioby the OASIS Security Services Technical Committee. SAML
system. Flow of identity information happens when a useraipports the specification of assertions about a subjett tha
attribute or certificate is transferred from one entity tean be shared with other applications across system domain
another. This requires enforcement of fine-grained accdssundaries. It allows an entity to make assertions reggrdin
control policies among SP’s, to prevent unauthorized itientthe identity, attributes, and entitlements of a subject or a
information leaks. Information about the flow of users idgnt user to other entities. In a federation system, these &msert
information can be used when enforcing privacy contrahre usually transferred from IdP’s to SP’s. Assertions aiont
compliance checking and detecting anomalous sharing sthtements that SP’s use to make access control decisions.
identity information. Operatively, information about use There are three main statements provided by SAML: 1)
identity information can be retrieved from theSSERT_LOG Authentication statementSuch a statement asserts to the SP
by identifying the provide_resource assertions. The recordthat the principal did indeed authenticate with the IdP at a
retrieved by selecting arovide_resource assertion clearly particular time using a particular method of authentiaati?)
states where the resource (which in this case is eitherAtribute statementsSuch a statement asserts that the specified
certificate or an attribute) has been transferred. The t&@ser subject is associated with the supplied attributesAgdho-
should satisfy one of the following two conditions: rization decision statementSuch a statement specifies that a
given subject has been allowed or denied access to a given
1) The provider should be a valid SSO ID identifying &6SOUCe: _SAML is e>.<tensively used for authentication and
user releasing its attribute or certificate. In the reportéthorization information exchange by most of the federate
ASSERT_LOG, this case is shown at line 6. identity management initiatives [6], [9].
2) The resource is a user attribute of typg or a cer- A major difference of our approach with respect to SAML
tificate of typed,, that is,r?}i. The actual name of the iS that our language does not only supports the specification

resource can be retrieved from the Resource field of tﬁé authentication and authorization information, but isal
ASSERT.LOG. supports the specification of the static and dynamic pragsert

0] a federation. Such a capability is important in order to
a . . :

perform security analysis and to capture the history of tsen
in the system. The various assertions provided as part of our
assertion library also represent the building blocks to ehod

online-book is SP2-BookPal requiring aCCN,..,. At line 8 the different types of federation policies in a simple and
req- N .

the assertioruuthorize_access(AliceQSP1, SP2, online — IntUItl\_/e_ fashion. ) ) )

book, SP2 — BookPol*,T5) is stored, showing that Alice Policies are basically set of rules which can be interpreted

satisfied the online-book policy. As a result, it can be irggr @utomatically in order to control the behavior of a given

that CC' N a;ee is given to SP2. Note that inference is possiblgyStem. Policies can be specified in several ways and various
even if for privacy or security reasons, only a restricteswpf aPProaches have been proposed for different domains [R], [5

the entire table is available, and not all the entries arevaho [12], [4]. The general requirements of any policy language
have been highlighted in [16] and are as followgpressive-

ness, simplicity, enforceability, scalabiligndanalyzabilityto
support reasoning for that language.

In this section we discuss related work. In particular, we Rei [12], [11] is a policy framework that integrates support
focus on the assertion based language SAML [8], becausdoit policy specification, analysis and reasoning in pemasi
has similar goal to our work. We then briefly overview somapplications. Its deontic-logic-based policy languageved
significant policy languages, such as Rei [11] and Ponder [d$ers to express and represent the conceptigbfs, prohi-
and compare them with our work. bitions, obligationsand dispensationslt also allows users to

extend the basic ontology with additional domain-depehden

Identity information can be leaked even when the actu
value of the identity attribute or certificate is not sharelén-
tity information can in fact be inferred by analyzing the flo#
certain assertions. For example, at line 3 the policy foouese

V1. RELATED WORK



ontologies to express concepts and resources that aregrectlased on a large variety of information, including past asce
to certain domains. Rei's policy rules are represented history. We analyze the history of the behavior of entities
Prolog predicates. Predicdtes(subject, Policy Object), for and events with the help of an assertion audit log and query
example, defines the association betweensthigiect of the processing, and also provide a simple approach to specify
policy and aPolicy Object with the help of thehas construct. policies. An important aspect we will work on concerns the
The Rei framework provides a policy engine to reason abadgfinition of the protocols for resources exchange among

the policy specifications. The engine also accepts domathe

interacting parties. We will also further elaborate ba t

dependent information which are expressed using triples architectural framework supporting our approach to disted
the form (subject,predicate,object). Since Rei is domain ilogs.

dependent, it provides a very generic policy language. Thus
specifying federation policies in Rei can be very compled an
require the use of a high number of language constructs. [
is also not obvious if all our assertions can be express
in Rei and how the history of transactions in a federation
can be traced. In contrast, our language is very specific to
the federation context and it provides a direct descriptbn
the history of activities in the federation. Also, througbro [4]
logging system, we can efficiently control the user identity
information flow and infer data without the need of an ad ho¢
inference engine. We are not aware of any specific feature in
Rei for managing identities of users. As part of future work/[6]
we plan to explore how Rei can be extended to incorpora
the assertions presented in our language. We will also explo
the possibility of exploiting the domain-independent dody
provided by Rei for our assertion based language.
Ponder is a declarative object-oriented language that sypj
ports specification of several types of management polfoies
distributed object systems and provides structuring teghes
for policies to cater for the complexity of policy admingtos
in large enterprise information systems [4]. The main typies [13]
policies in Ponder ar@bligationsand authorizations Basic [14]
and composite policies in Ponder are distinguished in the
following manner. On one hand, a basic policy is a rule
specified by a declaration between a set of subjects (Iih%
users) and a set of targets (like resources or SP’s). On the
other hand, composite policies allow the basic policieatied
to organizational units to be grouped to establish groupill;l]gsl
constructs like roles and relationship policies. This [ues
a flexible mechanism to define subjects and targets in terms
of domain scope expressions such that the combination of
domains for a composite set of objects, at the same time be
able to identify a single names object within single domains
Ponder provides a complete deployment model. At the end of
the policy specification the policy is compiled by the Ponder
compiler into a Java class and then represented at runtime by
a Java object. The concept of management domains in Ponder
befits the main concept of single federation and multiple
federations. However to describe the federation propertie
and the varied policy types it would require including the
comprehensive set of assertions presented in this paper.

[9]
[20]

[12]

VIl. CONCLUSION

In this paper we have developed a comprehensive set of
assertions which is specifically relevant in the context of
federations. Our assertions provide an intuitive appraach
model federation activities and make access control desi
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