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CS355: Cryptography

Lecture 36: Key
establishment and IPSEC.
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Key Establishment
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Need for Key Establishment

!   Alice and Bob share a secret key K
!   How to  establish the shared key?
!   How to refresh it (not a good idea to
    encrypt a lot of data with the same key)

EncryptK(M)

C = EncryptK(M) M = DecryptK(C)
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Long-Term Key vs. Session Key

" Session key : temporary key, used for a short
time period.

" Long-term key : used for a long term period,
sometimes public and secret key pairs used to
sign messages.

" Using session keys to:
! limit available cipher-text encrypted with the same key
! limit exposure in the event of key compromise
! avoid long-term storage of a large number of distinct

secret keys
! create independence across communications sessions

or applications
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Key Establishment
" Key pr e- dist r ibut ion: keys are distributed off-line
" Dynamic shar ed key est ablishment : protocols that define

on-line key establishment
" Key est ablishment : process to establish a shared secret key

available to two or more parties;
! key transport: one party creates,
   and securely transfers it to the
   other(s).
! key agreement: key establishment
   technique in which a shared secret
   is derived by two (or more) parties
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Issues in Key Establishment

" Need and type of the authentication: unilateral
vs. mutual

" Key control: key distribution vs. key agreement
" Efficiency: communication (number of message

and communication rounds) and computation
(exponentiations and digital signatures) costs

" Two ways to achieve:
! using symmetric encryption
! using public key encryption

" Use of trusted third party (TTP):
! on-line/off-line/no third party
! degree of trust required in a third party



CS355 Lecture 36/ Spring 2007 7

Basic Key Transport Protocol

" Assumes a long term symmetric key K shared between A
and B

" Basic: new key is kA

A → B: EK(kA )

" Prevents replay: new key is rA

A → B: EK(kA, tA, B)

" Mutual authentication: K = f(kA, kB), f is a one-way function

                A → B: EK(kA, tA, B)

           B → A: EK(kB, tB, A):
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Needham-Schroeder Public Key Protocol

PB(k1, A)

PA(k1, k2)

PB(k2) 

PB(k1, A, r1)

PA(k2, r1, r2)

r2 

¥  PA and PB denote public keys;
¥  A and B distribute keys k1 and k2
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Key Transport: Combining Public Key
Encryption and Digital Signature

" Encrypting signed keys:
! A → B: PB(k, tA, SA(B, k, tA))
! Problem: Data for encryption is too large

" Encrypting and signing separately
! A → B: PB(k, tA), SA(B, k, tA)
! Acceptable only if no information regarding plaintext data can be

deduced from the signature

" Signing encrypted keys
! A → B: tA, PB(A, k), SA(B, tA, PB(A, k))
! Can provide mutual authentication with two messages(timestamps)

or three messages(challenge-response)
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Key Agreement: Diffie-Hellman Protocol

!   Key agreement protocol, both A and B contribute
    to the key
!   Setup Zn

, n prime and g generator, n and g public.

K = (gb mod n)a = gab mod n 
  

ga mod n 

gb mod n 

K = (ga mod n)b = gab mod n

Pick random, secret a
Compute and send ga mod n

Pick random, secret b
Compute and send gb mod n
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Station-to-Station (STS)

" Provides mutual entity authentication
gx mod p

gy mod p, Ek(SignB(gy, gx))

Ek(SignA(gx, gy))

ga mod n 

gb mod n 

gc mod n 

gc mod n 

Alice computes gac mod n and Bob computes gbc mod n !!! 
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IPSEC
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Before Securing a ProtocolÉ

" Understand what is does

" Define what are the security goals
" Define what is the attacker model

" Understand/examine the environment
in which the protocol will be used
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OSI/ISO Model

NetworkNetwork

TransportTransport

SessionSession

Physical LayerPhysical Layer

Data LinkData Link

ApplicationApplication

PresentationPresentation

NetworkNetwork

TransportTransport

SessionSession

Physical LayerPhysical Layer

Data LinkData Link

ApplicationApplication

PresentationPresentation
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Internet Protocol - IP

" IP is the current delivery protocol on the
Internet, between hosts.

" IP provides Ôbest effortÕ, unreliable
delivery of packets.

" There are two versions:
! IPv4 is the current routing protocol on the

Internet

! IPv6, a newer version, still not totally
embraced by the community
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Transport Protocols

" Provides communication
between processes running
on hosts

" The most common transport
protocols are UDP and TCP.

" OS provides support for
developing applications on
top of UDP and TCP.
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Establishing a ``Secure ChannelÕÕ

" Services provides:
confidentiality, integrity and
authentication

" At what level in the stack?

" What are advantages
disadvantages based on the
level

" Two protocols: SSL (TLS) and
IPSec
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What is IPSec ?

" Set of security mechanisms to protect the IP
protocol

" Flexible: supports combinations of
authentication, integrity, access control, and
confidentiality

" IETF IPSEC Working Group:
ht tp :/ / w w w .iet f .org/ htm l .char ters/ ips
ec- char ter .htm l

" Documented in RFCs and Internet drafts
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IPv4 Header
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IPSec Overview

" Transparent to applications (below transport layer (TCP, UDP)
" Facilitate direct IP connectivity between sensitive hosts

through untrusted networks
" Provides:

! access control
! integrity
! data origin authentication
! rejection of replayed packets
! confidentiality

" Provide application-independent security
" No substitute for application layer security !!!
" No protection against traffic analysis attacks !!!
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Security Mechanisms

" Authentication Header (AH):  provides integrity and
authentication without confidentiality

" Encapsulating Security Payload (ESP):  provides
confidentiality and can also provide integrity and
authentication

" Operates based on security associations

" Tunnel-mode: encapsulates an entire IP datagram

" Transport-mode: encapsulates an upper-layer

    protocol (e.g. TCP or UDP) and prepends an IP header in
clear
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Security Associations (SA)

" A relationship between a
   sender and a receiver.
" Identified by two parameters:

! Security Parameter Index (SPI)
! IP Destination address

" Being established through the key
       management protocol outside the IP security protocol
" SPI + IP destination address uniquely identifies a

particular Security Association
" SAs are unidirectional, sender supplies SPI to receiver
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Parameters of a Security Association

" Authentication algorithm and mode for AH

" Encryption algorithm, algorithm mode, initialisation
vector, and transform for ESP

" Key(s) and key lifetimes used with ESP and AH

" Lifetime of the Security Association

" Authentication algorithm with ESP (if used)

" Sensitivity level of protected data
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Authentication Header

" Provides support for data integrity and authentication (MAC code) of IP packets.
" Guards against replay attacks.
" Integrity and data source authentication provided using HMAC (requires a secret key shared

between source and destination)
" Non-repudation can be provided if using  digital signatures
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AH Authentication: Transport Mode
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AH Authentication: Tunnel Mode

The new IP header contains different IP addresses than the
ultimate destination and source
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Encapsulating Security Payload

" ESP provides confidentiality services
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ESP Encryption and Authentication:
Transport Mode
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ESP Encryption and Authentication:
Tunnel Mode
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Cryptographic Algorithms

" Encryption:
! Three-key triple DES
! RC5
! IDEA
! Three-key triple IDEA
! CAST
! Blowfish

" Authentication:
! HMAC-MD5
! HMAC-SHA-1
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" Based on the sequence number (32 bits) carried in every
packet

" For every packet the sequence number is incremented
" The receiver maintains a window (32 or more), window is

moved only when received packets verified: Òpackets are
authenticated and sequence number is in the windowÓ

" Duplicates are rejected!

Defending Against Replay Attacks



CS355 Lecture 36/ Spring 2007 32

Transport vs. Tunnel Mode

Transport

Tunnel


