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At the heart of modern cryptographic agorithms
lies computational number theory. Whether you're
encrypting or decrypting ciphers, a solid back-
ground in number theory is essential for success.
Written by a number theorist and practicing
cryptographer, Cryptanalysis of Number Theoretic
Ciphers takes you from basic number theory,
through the inner workings of ciphers and protocols,
to their strengths and weaknesses.

Thefirst part of the book provides the mathematical
background needed in cryptography as well as
definitions and simple examples from cryptography.
It includes summaries of elementary number theory
and group theory, as well as common methods of
finding or constructing large random primes, factoring
large integers, and computing discrete logarithms.
Part Two describes a selection of cryptographic
algorithms, most of which use number theory.
Finally the book presents methods of attack on the
cryptographic algorithms and assesses their effec-
tiveness. For each attack method the author lists the
systems it applies to and tells how they may be
broken with it. If a problem can be avoided, he tells
how to avoid it.

Computational number theorists are some of the
most successful cryptanalysts against public key
systems. Cryptanalysis of Number Theoretic
Ciphers builds a solid foundation in number theory
and shows you how to apply it not only when
breaking ciphers, but also when designing ones that
are difficult to break.
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FEATURES

* Provides a thorough analysis of the modern ciphers that

are based on number theory

* Decribes various known ways to break certain ciphers
and other cryptosystems — including some private key
ciphers, some signatures, and some protocols — and

assesses their effectiveness

* Lists and explains each pitfall you may encounter

* Provides numerous examples of ciphersin use today
and describes many algorithms in pseudocode for easy

programming

* Presents cryptosystems as practical, workable agorithms,
not just as oversimplified mathematical objects
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HANDBOOK OF DISCRETE
AND COMBINATORIAL
MATHEMATICS

Editor-in-Chief

Ken Rosen
AT&T LABORATORIES, MIDDLETOWN, NEW JERSEY

“...a valuable reference tool for professionals
and students using discrete mathematics...
The coverage is vast... This book is a must-buy
for research libraries”

— Journal of Mathematical Psychology,

Bestseller!
AN INTRODUCTION
TO CRYPTOGRAPHY

Richard A. Mallin

UNIVERSITY OF CALGARY, ALBERTA, CANADA

“This is a great book! It can be used in many
ways. for a university course at one extreme,
and as selective light reading for pleasure at the
other. The author’s enthusiasm carries the
reader along clearly and easily, spilling over
to scores of fascinating, beautifully written
footnotes, which include more than fifty
mini-biographies. ...excellent and highly rec-

Bestseller!
CRYPTOGRAPHY

THEORY AND PRACTICE, SECOND EDITION

Douglas Stinson
UNIVERSITY OF WATERLOO, ONTARIO, CANADA

Major advances over the last five years precipi-
tated this major revision of the bestselling
Cryptography: Theory and Practice. With
more than 40 percent new or updated material,
the second edition now provides an even more
comprehensive treatment of modern cryptogra-
phy. It focuses on the new Advanced Encryption
Standards (AES) and features an entirely new

February 2002  ommended?”

“No other book covers such a wide range of
topics in discrete mathematics ...a useful
resource”

—CHOICE  tention”

Catalog no. 149, 2000, 1,248 pp.
ISBN: 0-8493-0149-1, $109.95 / £76.99

— Short Book Reviews, Vol. 21, No. 2

“...Moallin has written a readable text on a
subject that can be challenging. It deserves your

chapter on that subject. Another new chapter
explores the applications of secret sharing
schemes, including ramp schemes, visual
cryptography, threshold cryptography, and broad-
cast encryption.
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